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• What it is
• How it works
• How to DevSecOps it
• Q/A



• Develop PVS-Studio tools

• Maintain infrastructure

• Write articles about C++

Anton Tretyakov
C++ engineer



What is SAST



What is SAST
Baby don’t hurt me



11

What is SAST?



12

• SAST is a code check

What is SAST?



13

• SAST is an automated code check

What is SAST?



14

• SAST is an automated code check
• without its execution

What is SAST?



15

• SAST is an automated code check
• without its execution
• for potential vulnerabilities 

What is SAST?



16

• SAST is an automated code check
• without its execution
• for potential vulnerabilities 

What is SAST?



What is vulnerability?
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Bug
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void bad_func(int a)

{

if(a == 0) {

42 / 0;
}

}
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Bug Potential
Vuln



22

CWE-369: Divide By Zero
Technical Impact: DoS: Crash, Exit, or Restart
A Divide by Zero results in a crash.

Likelihood Of Exploit: Medium
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Bug Potential
Vuln

Real
Vuln
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CVE-2007-3268
Invalid size value leads to divide by zero.

CVE-2007-2723
"Empty" content triggers divide by zero.

CVE-2007-2237
Height value of 0 triggers divide by zero.
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CVE-2007-2237
Microsoft Windows Graphics Device Interface 
(GDI+, GdiPlus.dll) allows context-dependent 
attackers to cause a denial of service (crash) via 
an ICO file with an InfoHeader containing a Height 
of zero, which triggers a divide-by-zero error.
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Vulns by year

https://www.cvedetails.com

https://www.cvedetails.com/
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Desired outcome
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How SAST works



How to find div by zero ?
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if some.Expr.contains(“/ 0”) then raise Error
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if some.Expr.contains(“/ 0”) then raise Error

if some.Expr.contains(“/0 ”) then raise Error

if some.Expr.contains(“/     0”) then raise Error
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/

x 0
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/

x y
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/

x y

Type: s_int_64
Range: [100, 256)

Type: s_int_64
Range: [-30, 12)
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/

x y

Type: s_int_64
Range: [100, 256)

Type: s_int_64
Range: [-30, 12)

Possible division by zero!
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const char *

TGHtml::GetPctWidth(TGHtmlElement *p, char *opt, char *ret)

{

int n, m, val;

//...

if (n < 0 || n > 100) return z;

//...

if (!fInTd) {

snprintf(ret, 15, "%d", val / n);

}

//...

}
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const char *

TGHtml::GetPctWidth(TGHtmlElement *p, char *opt, char *ret)

{

int n, m, val;

//...

if (n < 0 || n > 100) return z;

//...

if (!fInTd) {

snprintf(ret, 15, "%d", val / n);

}

//...

}

PVS-Studio warning: Divide by zero. Denominator range [0..100].
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/

x y

Type: s_int_64
Range: [100, 256)

Type: s_int_64
Range: [-30, 12)
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struct HeifFrameInfo

{

//...

void set(/*...*/) {

//...

mIccData.reset(new uint8_t[iccSize]);

//...

}

//...

std::unique_ptr<uint8_t> mIccData;

};
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struct HeifFrameInfo

{

//...

void set(/*...*/) {

//...

mIccData.reset(new uint8_t[iccSize]);

//...

}

//...

std::unique_ptr<uint8_t> mIccData;

};

PVS-Studio warning: Incorrect use of unique_ptr. 



How to 
DevSecOps SAST
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Checks Tests Deploy Monitor

CI CD

Build

Where SAST fits?
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Checks Tests Deploy Monitor

CI CD

Build

Where SAST fits?



SAST as quality gate



image: registry.gitlab.com/pvs-studio/pvs_studio_demo_cs_project

workflow:
rules:

- if: $CI_PIPELINE_SOURCE == 'merge_request_event'

stages:
- build
- analyze

build:
stage: build
script:

- 'dotnet build'

analyze:
stage: analyze
needs: [build]
dependencies: []
script:

- 'pvs-studio-analyzer credentials $PVS_STUDIO_LICENSE_NAME $PVS_STUDIO_LICENSE_KEY'
- 'pvs-studio-dotnet -t dotnetcore.csproj -o pvs.json || :'
- 'plog-converter -t totals -a all -o pvs_metrics.txt pvs.json'

artifacts:
expose_as: 'PVS-Studio report'
paths: ['pvs_metrics.txt']

quality_gate:
stage: analyze
needs: [analyze]
dependencies: [analyze]
script:

- read PVS_HIGH_LEVEL_COUNT PVS_MID_LEVEL_COUNT < <(grep "Total L1:" pvs_metrics.txt | sed -E 's/.*L1:([0-9]+) \+ L2:([0-9]+).*/\1 \2/')
- '[ "$PVS_HIGH_LEVEL_COUNT" -gt "$PVS_MAX_HIGH_LEVEL_COUNT" ] && { exit 1; } || :'
- '[ "$PVS_MID_LEVEL_COUNT" -gt "$PVS_MAX_MID_LEVEL_COUNT" ] && { exit 1; } || :'



50

image: registry.gitlab.com/pvs-studio/pvs_studio_demo_cs_project

workflow:
rules:
- if: $CI_PIPELINE_SOURCE == 'merge_request_event'

stages:
- build
- analyze

build:
stage: build
script:
- 'dotnet build’
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analyze:
stage: analyze
needs: [build]
dependencies: []
script:
- 'pvs-studio-analyzer credentials $LICENSE_NAME $LICENSE_KEY'
- 'pvs-studio-dotnet -t dotnetcore.csproj -o pvs.json || :'
- 'plog-converter -t totals -a all -o pvs_metrics.txt pvs.json'

artifacts:
expose_as: 'PVS-Studio report'
paths: ['pvs_metrics.txt']
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analyze:
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quality_gate:
stage: analyze
needs: [analyze]
dependencies: [analyze]
script:
- read PVS_HIGH_LEVEL_COUNT PVS_MID_LEVEL_COUNT < <(grep "Total L1:" 

pvs_metrics.txt | sed -E 's/.*L1:([0-9]+) \+ L2:([0-9]+).*/\1 \2/')
- '[ "$PVS_HIGH_LEVEL_COUNT" -gt "$PVS_MAX_HIGH_LEVEL_COUNT" ] && { exit 1; } || 

:'
- '[ "$PVS_MID_LEVEL_COUNT" -gt "$PVS_MAX_MID_LEVEL_COUNT" ] && { exit 1; } || 

:’
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quality_gate:
stage: analyze
needs: [analyze]
dependencies: [analyze]
script:
- read PVS_HIGH_LEVEL_COUNT PVS_MID_LEVEL_COUNT < <(grep "Total L1:" 

pvs_metrics.txt | sed -E 's/.*L1:([0-9]+) \+ L2:([0-9]+).*/\1 \2/')
- '[ "$PVS_HIGH_LEVEL_COUNT" -gt "$PVS_MAX_HIGH_LEVEL_COUNT" ] && { exit 1; } || 
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- '[ "$PVS_MID_LEVEL_COUNT" -gt "$PVS_MAX_MID_LEVEL_COUNT" ] && { exit 1; } || 

:’
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Incremental checks
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get_file_changes: 
stage: analyze 
script: 
- | 
if [ "$CI_PIPELINE_SOURCE" = "merge_request_event" ]; then 

BASE=$CI_MERGE_REQUEST_TARGET_BRANCH_SHA 
else 

BASE=$CI_COMMIT_BEFORE_SHA 
if [ "$BASE" = "0000000000000000000000000000000000000000" ]; then 
BASE=$(git rev-parse HEAD~1) 

fi 
fi 

- git diff-tree --no-commit-id --name-only \
-r $BASE -r $CI_COMMIT_SHA -- "*.cs" > changed_files.txt 

artifacts: 
paths: 
- changed_files.txt
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get_file_changes: 
stage: analyze 
script: 
- | 
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analyze:
stage: analyze
needs: [build, get_file_changes]
dependencies: [get_file_changes]
script:
- 'pvs-studio-analyzer credentials $LICENSE_NAME $LICENSE_KEY'
- 'pvs-studio-dotnet -t dotnetcore.csproj -f changed_files.txt -o pvs.json || :'
- 'plog-converter -t totals -a all -o pvs_metrics.txt pvs.json'

artifacts:
expose_as: 'PVS-Studio report'
paths: ['pvs_metrics.txt']
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analyze:
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script:
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analyze:
stage: analyze
needs: [build, get_file_changes] 
dependencies: [get_file_changes]
script:
- 'pvs-studio-analyzer credentials $LICENSE_NAME $LICENSE_KEY'
- 'pvs-studio-dotnet -t dotnetcore.csproj -f changed_files.txt -o pvs.json || :'
- 'plog-converter -t totals -a all -o pvs_metrics.txt pvs.json'

artifacts:
expose_as: 'PVS-Studio report'
paths: ['pvs_metrics.txt']



What about legacy?
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First time
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First time
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SonarQube
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curl --request POST \
<address>/api/qualitygates/update_condition \
-d ‘id=<quality_gate_id>' \
-d 'error=7' \
-d 'metric=critical_violations' \
-d 'op=GT’



Conclusions
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Conclusions

• SAST helps detect vulnerabilities early
• Early detection significantly reduces the cost of fixing
• SAST in CI/CD makes security checks continuous



tretyakov@viva64.com

Q/A

Anton Tretyakov
C++ engineer

Integrating SAST 
into DevSecOps

Clickme!

https://pvs-studio.com/en/pvs-studio/try-free/?utm_source=event&utm_medium=webinar&utm_campaign=presentation&utm_content=integrating_sast&promo=integrating_sast

