Kak ycTpoeHO TecTupoBaHue cpeacTBa
CTaTU4YeCKOro TeCtTupoBaHUSA

J
4

(‘@ Cepreit Bacunbes
PVS-Studio




TeCcTbl

MHCTPYMEHTDI

MoAaynbHble

SAST

PyYHKUNOHANbHbIE

DAST

PerpeccuoOHHbIe

IAST

Ul

SCA




TecTbl MHCTPYMEHTDI

MoAaynbHble ‘ SAST
PyYHKUNOHANbHbIE DAST
PerpeccuoOHHbIe IAST

Ul SCA




TeCcTbl

MHCTPYMEHTDI

MoAaynbHble

PyYHKUNOHANbHbIE

PerpeccuoOHHbIe

Ul

~—_

SAST

DAST

IAST

SCA




TeCcTbl

MoAaynbHble

PyYHKUNOHANbHbIE

PerpeccuoOHHbIe

Ul

SAST

MHCTPYMEHTDI

SAST

DAST

IAST

SCA




TeCcTbl

MoAaynbHble

PyYHKUNOHANbHbIE

PerpeccuoOHHbIe

Ul

MHCTPYMEHTDI

SAST -

S

SAST

DAST

IAST

SCA




CtaTnyeckum aHanusaTop VS CTaTUYECKUN aHanmn3aTop

wPo "




| EX

Cepren BacunbesB

Head of DevRel B PVS-Studio LLC

[/ NeT B cTaTU4ecKomM aHanmse



I CtaTnyeckmv aHanums

f

.

Sources

Static
analyzer

(" )
Report

. (issues) )
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Analyzer’s core C#: Roslyn
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I Kakue ObIBalOT npepynpexpeHna?
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I Same then/else branches of the 'if' statement

if (condition)
{
}
else

{
}

Bad();

Bad() ;

if (condition)
{
}
else

{
}

Good();

Bad();




I Tunbl NpeaynpexpeHun

if (condition) Issue |
V3004 The 'then' statement is
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I Tunbl NnpeaynpexaeHun

if (condition)
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I Tunbl NnpeaynpexaeHun

if (condition)

{

¥
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I Tunbl NpeaynpexpeHun

if (condition) Issue |
V3004 The 'then' statement is

{ equivalent to the 'else' statement.
[Good()ﬂ

}

else ?

{ OXunpgaemors x Ealse

positive

[ Bad(); | pyraercn? | oS

}




I Yto nenarb?

YBenuunBaem nonoXxuTtenbHble cpadbaTbiBaHUS:

= true positives

= true negative

YMeHbLLUaeM HeraTuBHble cpabaTbiBaHUS:

= false positives N

= false negatives BALIA llﬂﬂlm
TOTOBA, KANUTAH
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roe He HY>XHO — He pyraemcs
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I MopaynbHble TeCcTbl

= TDD B gpencteuu

= CocTaBnsem Habopsil:

= true positives He npoxogut? False negative
= true negatives He npoxoaunt? False positive

Pa3paboTumk NpoxoauTte naBsauTe

T T

TecTbl




|

if (A == A)

{ }

if (A == (A))

{ }

if (this.A == this.A)
{ }

if (A == this.A)

{ }

if (this.A == base.A)
{1}

if (this.A == (base.A))
{1}

if (((this.A)) == (base.A))
{1}

if (((this.A)) != (base.A))
1}



I Taint analysis

static void F1()
{

char buf[256];

if (scanf("%255s", buFY/::’;;:E:::>
system(buf); —

} ~—

¥




I IETIIEEREWAIE

char readbuf[BUFSIZ];
if (fgets(readbuf, BUFSIZ, stdin) == NULL)
{ A -

if (feof(stdin))
return 0;

return -1;
}
}
if (readbuf[|strlen(readbuf) - 1]] == '\n")
readbuf[strlen(readbuf) - 1] = '\0';




Jsou

void InitializerTest(HttpRequest request, String connectionString)

{ — —
string name = request.Form["product name"];

using (var connection = new SglConnection(connectionString))

{
SglCommand sqlCommand = new SqlCommand()
{

CommandText =
"SELECT ProductId FROM Products WHERE ProductName = '" + name + "'",

CommandType = CommandType.Text
}s5

SqlDataReader reader = sqlCommand.ExecuteReader();

¥
¥
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void InitializerTest(HttpRequest request, String connectionString)

{ — —
string name = request.Form["product name"];

using (var connection = new SglConnection(connectionString))

{
SglCommand sqlCommand = new SqlCommand()
{

CommandText =
"SELECT ProductId FROM Products WHERE ProductName = '" + name + "'",

CommandType = CommandType.Text
}s5

SqlDataReader reader = sqlCommand.ExecuteReader();

¥
¥



XXE

private static string
ParseRequest(System.Web.HttpContext context)
{
var buffer = new byte[context.Request
.InputStream.Length];
context.Request.InputStream.Read(buffer,
9,
buffer.Length);

return Encoding.Default.GetString(buffer);
}

void CVE_ 2018 14485(System.Web.HttpContext input)
{

var inputXml = ParseRequest(input);

LoadXmlRequest (inputXml); //+V5614

private void LoadXmlRequest(string xml)

var request = new XmlDocument()

{

XmlResolver = new XmlUrlResolver()

}s

try
{
if (!'(xml.StartsWith("<?xml") ||
xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}

request.LoadXml(xml);
}

catch (Exception ex)

{

throw new Exception(/*...*/);

}
/...



| XXE: CVE-2018-14485

private static string
ParseRequest(System.Web.HttpContext context) i

{

var buffer = new byte[context.Request

context.Request

return Encoding.Default.GetString(buffer);
\ /

.InputStream.Length];
InputStream.Read(buffer

buffer.Length);

}

void CVE_ 2018 14485(System.Web.HttpContext input)

var inputXml =

—~
ParseRequest (input);
seRequest (input);

¥ —

B
LoadXmlRequest (inputXml); //+V5614

—

private void LoadXmlRequest(string xml)

{ /-\
/;;:\Féquest = new XmlDocument()
{ —

XmlResolver = new XmlUrlResolver()

}s

try
{
if (!'(xml.StartsWith("<?xml") ||
xml.StartsWith("<method")))

{

xml = xml.Substring(xml.IndexOf("<?xml"));
k}/) (¢

request.LoadXml(xml);
}

catch (Exception ex)

{

throw new Exception(/*...*/);

/]
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beHuYMapKu cTaT. aHann3aToposB




I beHYMapKu cTaT. aHanNU3aTopoB

BeHumapk =  OueHKa NOKPbITUS

= “TpeHupoBKa aHanusartopa”

[Mo3nTmBHLbIE TECTbl | HeratuBHbIe TECTbI

" CpaBHeHme MHCTPYMEHTOB

[Tpnmepei:
= Juliet Test Suite;
= Toyota ITC Benchmark;
= PHP Vulnerabllity Test Suite;




I Juliet Test Suite

= Test suites ot NIST (National Institute of Standards and Technology)

= TecTt-keucbl ang pasHoix CWE:
= C#: 105
= C/C++:118
= Java: 112

NST



I Juliet Test Suite

{ XSS }{Taint Source #1}{ Case #1 }{ Good
4 N 4 N 4 N
[ SQL Injection * Taint Source#2 | Case #2 { Bad
A Y A Y A Y
Juliet
. 4 N ( N ( N
Test Suite 0OS Command .
> .. I Taint Source... > Case ...
Injection
Ao Y \_ Y \_ Y
4 N . .
Juliet Test Suite v1.3
Path Traversal
. ) C# 28 942
. . C, C++ 64 099
Java 28 841




| Juliet Test Suite: CWE-89 SQLI - Bad

public override void Bad(HttpRequest req, HttpResponse resp) {
string data;

data = ""; /* Initialize data */
/* Read data using an outbound tcp connection */
{

try {

/* Read data using an outbound tcp connection */
using (TcpClient tcpConn = new TcpClient("host.example.org", 39544)) {
/* read input from socket */
using (StreamReader sr = new StreamReader(tcpConn.GetStream())) {
/* POTENTIAL FLAW: Read data using an outbound tcp connection */
data = sr.ReadLine();

¥

catch (IOException exceptIO) {
I0.Logger.Log(NLog.LogLevel.Warn, exceptIO, "Error with stream reading");

¥

¥

if (data != null) {
string[] names = data.Split('-');
int successCount = 0;
SqlCommand badSqlCommand = null;

try {
using (SqlConnection dbConnection = I0.GetDBConnection())

badSqlCommand.Connection = dbConnection;

dbConnection.Open();

for (int i = @; i < names.Length; i++) {
/* POTENTIAL FLAW: data concatenated into SQL statement used in CommandText, which could result in SQL Injection */
badSqlCommand.CommandText += "update users set hitcount=hitcount+1 where name=' "

+ names[i] + N
¥

var affectedRows = badSqlCommand.ExecuteNonQuery();

successCount += affectedRows;
I0.WriteLine("Succeeded in "

+ successCount + " out of " + names.Length + " queries.");

¥

catch (SqlException exceptSql) {
I0.Logger.Log(NLog.LogLevel.Warn, "Error getting database connection", exceptSql);

}
finally {
try {
if (badSqlCommand != null) {
badSglCommand.Dispose();
}
catch (SqlException exceptSql) {
I0.Logger.Log(NLog.LogLevel.Warn, "Error disposing SqlCommand", exceptSql);
}
}



| Juliet Test Suite: CWE-89 SQLI - Bad

public override void Bad(HttpRequest req, HttpResponse resp)
{

data = ReadUsingTcpConnection(); // Taint source
names = data.Split('-"');

SqlCommand badCommand;

for (int 1 = @; 1 < names.Length; ++1)

{
/* POTENTIAL FLAW: data concatenated into SQL statement used in CommandText,
which could result in SQL Injection */
badCommand.CommandText
+= "update users set hitcount=hitcount+l where name='" + names[i] + "';";
}

rows = badCommand.Execute()



| Juliet Test Suite: CWE-89 SQLI - Bad

public override void Bad(HttpRequest req, HttpResponse resp)

{ v —_—
data =|ReadUsingTcpConnection();| // Taint source

names = data.Split('-"');

\/
<:i/;;1Command badCommand;

for (int 1 = @; i < names.Length; ++1)
{
/* POTENTIAL FLAW: data concatenated into SQL statement used in CommandText,
which could result in SQL Injection */
badCommand.CommandText «— = C
+=|"update users set hitcount=hitcount+l where name="'"

+ names[i] + "' ;"

}

rows = badCommand.Execute()

¥



| Juliet Test Suite: CWE-89 SQLI - Good

public override void Good(HttpRequest req, HttpResponse resp)

{
data = "data";

names = data.Split('-"');
SqlCommand badCommand;
for (int 1 = @; i < names.Length; ++1)

{

badCommand.CommandText
+= "update users set hitcount=hitcount+l where name='

+ names[i] + "';";

}

rows = badCommand.Execute()



| Juliet Test Suite: CWE-89 SQLI - Good

public override void Good(HttpRequest req, HttpResponse resp)

{ v —
data =|ReadUsingTcpConnection();| // Taint source
names = data.Split('-"');
L\/

SqlCommand goodSqglCommand;

for (int 1 = @; i < names.Length; ++1)
{

SglParameter nameParam = new SqlParameter("@name", SqlDbType.VarChar, 100);
nameParam.Value = names[i]; <«

goodSglCommand.CommandText
+= "update users set hitcount=hitcount+l where name=@name;";
}

rows = badCommand.Execute()

¥



I Toyota ITC Benchmarks

BeHumapk ot Toyota InfoTechnology Center gna C/C++

[Mpum. C canta NIST SAMATE:

Please note that test cases contain coincidental weaknesses flagged by SAMATE
team, each described accordingly and individually.

Also please note that the SAMATE team determined that in a few cases, the code
that was marked as weakness originally was in fact correct code. We describe these

cases accordingly and individually.




I Toyota ITC Benchmarks: dead code

void dead code 002 ()
{
int flag = 0©;
int a = 9;
int ret;
if (flag)
{
a ++; /*Tool should detect this line as error*/
/*ERROR:Dead Code*/
}
ret = a;
sink = ret;



I Toyota ITC Benchmarks: dead code

void dead code 002 ()

{

int flag = 0©;

int a = 9;

int ret;

if (flag)

{

a ++; /*Tool should detect this line as error¥*/
/*ERROR:Dead Code*/

L} J
ret = a;

sink = ret;

¥




I Toyota ITC Benchmarks: dead code

void dead code 002 ()

{

e
e

¥

int flag = 9;
int a = 9;
int ret;ﬁ

if (flag)| // V547: expression is always false

{

a ++;| /*Tool should detect this 1line as error*/
/*ERROR:Dead Code*/

}
ret = a;
sink = ret;




I Toyota ITC Benchmarks: dead code

void dead code 001 ()

{

int a = 9;

int ret;

if (0)| // No warn V547: expression is always false

{

a ++; /*Tool should detect this line as error*/
/*ERROR:Dead Code*/
}
ret = a;
sink = ret;



| Sewmapun: prisomes

[TonesHbl, HO 6e3 paHaTu3ma




I EquMapKM: BbiBOAbI

AHanunaatop AHanunsatop
Ha BeH4YMapKax Ha pearibHbIX NpoeKTax
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AHanunaatop AHanunsatop
Ha BeH4YMapKax Ha pearibHbIX NpoeKTax
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I Ha yem TectupoBaTb?

l Koposas 6a3a l

e — =
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/\ /\
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TecTupoBaHue Ha

Open Source npoekKTax



I TectTnpoBaHue Ha OSS: 3a4yem?

while ( service is IServiceHolder<TService>
&& caller is TService callerService)

{
}

return callerService;

[visible confusion]



I TectTnpoBaHue Ha OSS: 3a4yem?

= PeanbHble Kencbl NCNOoMb30BaHUS:
= pasHbIX U4 A3blKa
" NoA4xo4oB
" (ppenmMBOpPKOB

= TecTupoBaHWe aHanusaropa
Ha ycrnoBusx, Brin3knx K peanbHbIM




I TectTupoBaHue Ha OSS: KaK?

clean,
configure, restore

sources
local copy

GitHub

Q unity

v

sources / settings

Tester
Core _
Settings
(restore
commands,
Projects configuration,
sources etc.)
etalons
—
Etalons

(results, memory, time)
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I TectTupoBaHue Ha OSS: KaK?

clean,
configure, restore

sources
local copy

GitHub

Q unity

v

sources / settings

Tester
Core _
Settings
(restore
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sources etc.)
etalons
—
Etalons
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I BouncyCastle C#

public static string ToString(object[] a)

{
map- StringBuilder sb = new|StringBuilder('["');

if (a.Length > 0) *‘--_______*

{ ublic StringBuilder(int capacity)
sb.Append(a[©0]); P ’ P y]
for (int index = 1;

index < a.Length; ++index)
{
sb.Append(", ").Append(a[index]);

}

}

sb.Append(']");
return sb.ToString();
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I 3almTa OoT NocneLHbIX NPaBoOK Koaa

if (ResetFilePos) fseek(dat, CurPos, 0);

return ret;

+ delete[] buf;
+ delete[] CloseNode;
+ delete[] CloseParent;
}
#Cpp 24 Map 2021

Kak PVS-Studio 3awinuiaeT ot
nocrneLlHbIX MPaBokK Koja

AHppeii KaprioB

XOTs TONbKO HeaaBHO Bbina 3ameTka npo npoekT CovidSim,
eCTb XOPOLUWI NOBOJ BHOBb MPO HEro BCMOMHUTL 1
NPOAEMOHCTPMPOBAaTL NOJb3Y PEryispHOro UCMoNb30BaHNA
PVS-Studio. BbiBaeT, 4TO BCE Mbl CMELUUM W BHOCUM NMPaBKu B
KOZ, MoTepsB COCPeOTOUEHHOCTb. CTaTuyeckuii aHannsatop
Rt

/* get frame to copy data into (if no frame returned, then just ignore) *

gof = BKE_gpencil_layer_frame_get(gpld, gpfp->framenum, GP_GETFRAME_ADD_NEW);

+ /* Ensure to use same keyframe type. */
. gof->key_type = gpfs->key type;
if (gef) {
bGPDstroke *gps, *gpsn;

o

#Cpp 18 fine 2022

Kak PVS-Studio 3awmuiaet ot
nocrneLHbIX NpaBok KoAa, npumep N2

AHgpei Kapnos

BonblUOe KONMYECTBO OLUNBOK NPOrpaMMIUCTaMM AOMYCKaeTCA
NpOCTO MO HEBHUMATENLHOCTW UAV U3-3a CMeLLKW. XOpOoLLO 3TO
BUAHO Ha HeBONBLUNX HENPaBUbHBIX N3MEHEHNAX, BHOCUMbIX
B KOA. PacCMOTPUM Kak pas Takow ciy4ai, Koraa, ucnpasnsas
oaHy owmnbKy, NporpaMmMncT AobaBnseT HoBYH.

ect == SHAP_NOT_SELECTED) {

1f (is_object_active 84 !(base->object->mode & 0B MODE_OBJECT)) {
481 /* Pass. Consider the selection of elements being edited. */
482 }
83 4 else if ((base->flag & BASE_SELECTED) || (base->flag_legacy & BA_WAS_SEL)) {
484 continue;
485 }
386 }
#Cpp 16 Pep 2022

Kak PVS-Studio 3awmwaer ot
nocneLHbIX NpaBok koaa, npumep N3

AHapein Kapnos

Mpogonxaem ceprio ManeHLKMX 3aMeToK Npo To, Kak
aHanuzarop PVS-Studio moxeT DBICTPO Hax04UTE HOBbIE
owubku B koge. Mpu yCIoBUK, KOHEUHOD, YTO OH PEryNAPHO
ucnons3yetcs ;). Mitak, nepes Hamu odepegHol Oar B npoekTe
Blender.

83 4+ templatectypename T, int Size>

+ inline vec_base<T, Size> clamp(const vec_base<T, Size> &a, const T 8ain, const

84

5 {
86 vec_base<T, Size> result = a;

for (int § = 0; 4 < Size; 1++) (
std::clamp(result[i], min, max);

#Cpp 18 ®ep 2022

Kak PVS-Studio 3awmuiaer ot
nocreLHbIX NpaBokK Koaa, npumep N4

AHgpei Kapnos

ECAV perynspHo UCNONb30BaTh CTaTUYECKNI aHANM3ATOP KOAR,
TO MOXHO COKPATUTL BPEMS Ha rajaHue, Nouemy HOBbIN KO4
paboTaeT Kak-To He Tak, Kak 33yMbIBanock. PaccmoTpum
ouepeaHyH MHTEpeCHY oLWuBKy, KOr4a B npouecce
pedakTopUHra CNoManacs GYHKUMA 1 3TO 0CTaN0Cs He

3aMeYeHHbLIM



Example Ne1



|

#define CLAMP(a, b, c) \

{\
if ((a) < (b)) { \
(a) = (b); \
FA
else if ((a) > (c)) { \
(a) = (c); \
FA
FA
(void)e

template <typename T> inline T
clamp(const T &a, const bT &min_v, const bT &max_v)

{

T result = a;
for (int i = 0; i < T::type_length; i++) {
CLAMP(result[i], min_v, max_v);

¥

return result;

¥



|

#define CLAMP(a, b, c) \ -\\
{\
if ((a) < (b)) {\
(a) = (b); \
FA . > [IMIN_VAL >= CUR_VAL <= MAX_VAL]
else if ((a) > (c)) { \
(a) = (c); \
P\
P\
(void)e -'/

template <typename T> inline T
clamp(const T &a, const bT &min_v, const bT &max_v)

{

T result = a;

for (int i = 0; i < T::type_length; i++) {
CLAMP(result[i], min_v, max_v);

}

return result;



|

#define CLAMP(a, b, c) \ -\\
{\
if ((a) < (b)) {\
(a) = (b); \
FA . > [IMIN_VAL >= CUR_VAL <= MAX_VAL]
else if ((a) > (c)) { \
(a) = (c); \
P\
P\
(void)e -'/

template <typename T> inline T
clamp(const T &a, const bT &min_v, const bT &max_v)

{

T result = a;

for (int i = 0; i < T::type_length; i++) {
CLAMP(result[i], min_v, max_v);

}

return result;




|

template <typename T, int Size>
inline vec base<T, Size>

clamp(const vec base<T, Size> &a, const T &min, const T &max)

{

vec base<T, Size> result = a;
for (int 1 = 0; 1 < Size; i++) {
std::clamp(result[i], min, max);

¥

return result;



|

template <typename T, int Size>
inline vec base<T, Size>

clamp(const vec base<T, Size> &a, const T &min, const T &max)

{

vec base<T, Size> result = a;

for (int 1 = 0; 1 < Size; i++) {
= (std::clamp(result[i], min, max);

}

return result;

¥



|

template <typename T, int Size>
inline vec base<T, Size>

clamp(const vec base<T, Size> &a, const T &min, const T &max)

{

vec base<T, Size> result = a;
for (int 1 = 0; 1 < Size; i++) {
result[i] =|std::clamp(result[i], min, max);

¥

return result;



Example Ne2



| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char buf[65536], CloseNode[2048], CloseParent[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
return ret;

¥



| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char buf[65536], CloseNode[2048], CloseParent[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
return ret;

¥



| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char buf[65536], CloseNode[2048], CloseParent[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
return ret;

¥




| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char* buf = new char[65536];
char* CloseNode = new char[2048];
char* CloseParent = new char[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
return ret;

delete[] buf;

delete[] CloseNode;

delete[] CloseParent;




| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char* buf = new char[65536];

char* CloseNode = new char[2048];
char* CloseParent = new char[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
return ret;

delete[] buf;
delete[] CloseNode; —
delete[] CloseParent;




| COVID-19 CovidSim Model

int GetXMLNode(....)

{
char* buf = new char[65536];

char* CloseNode = new char[2048];
char* CloseParent = new char[2048];

if (ResetFilePos) fseek(dat, CurPos, 0);
== [return ret;

delete[] buf;
delete[] CloseNode; —
delete[] CloseParent;

¥




Example Ne3



|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
gpfs->framenum,
GP_GETFRAME_ADD NEW);

if (gpf) {

}....



|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
N, — gpfs->framenum,
GP_GETFRAME_ADD NEW);

if (gpf) {

}....



|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
r\\‘; _— gpfs->framenum,

GP_GETFRAME _ADD NEW);
if <gp@

¥




|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
gpfs->framenum,
GP_GETFRAME_ADD NEW);
gpf->key type = gpfs->key type;
if (gpf) {

}....



|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
gpfs->framenum,
GP_GETFRAME_ADD NEW);

= |gpf->key type = gpfs->key type;
if (gpf) {

}....




|

bool ED gpencil anim copybuf paste(....)
{

gpf = BKE _gpencil layer frame get(gpld,
N, — gpfs->framenum,
GP_GETFRAME_ADD NEW);

gpf->key type = gpfs->key type;
if (gpf) {

}....



|

bool ED gpencil anim copybuf paste(....)

BKE gpencil layer frame_get(gpld,

N — gpfs->framenum,
GP_GETFRAME_ADD NEW);

o -

©
-+ .
Il

gpf->key type = gpfs->key type;
if (gpf) {



|

bool ED gpencil anim copybuf paste(....)

BKE gpencil layer frame_get(gpld,

N — gpfs->framenum,
GP_GETFRAME_ADD NEW);

o -

©
-+ .
Il

gpf->key type|= gpfs->key type;
if (gpf) {




|

bool ED gpencil anim copybuf paste(....)
{

1 layer frame_get(gpld,
gpfs->framenum,
GP_GETFRAME_ADD NEW);

pfs->key type;




Example Ne4



Akka.NET

case ShardId shardId:
_shards.Add(shardId);
return true;

case SnapshotOffer offer when (offer.Snapshot is ShardCoordinator.CoordinatorState state):
_shards.UnionWith(state.Shards.Keys.Union(state.UnallocatedShards));
return true;

case SnapshotOffer offer when (offer.Snapshot is State state):
_shards.Union(state.Shards);
_writtenMarker = state.WrittenMigrationMarker;
return true;

case RecoveryCompleted :
Log.Debug("Recovery complete. Current shards [{0}]. Written Marker {1}",

string.Join(", ", _shards), _writtenMarker);

if (!_writtenMarker) {
Persist(MigrationMarker.Instance, _ => {
Log.Debug("Written migration marker");
_writtenMarker = true;

1)
}

return true;
case MigrationMarker _
_writtenMarker = true;
return true;



Jaaner

case ....:
_shards.Add(shardId);

case ....:
_shards.UnionWith(state.Shards.Keys.Union(state.UnallocatedShards));

case ....:
_shards.Union(state.Shards);

// _shards: HashSet<T>



VasilievSerg commented on Apr 21

Hi,
| found the suspicious code via the PVS-Studio analyzer.

Here is the code:

case ShardId shardId:

_shards.Add(shardId); // <=
return true;

case Snapshotoffer offer when {offer.Snapshot is ShardCoordinator.CoordinatorState state):

_shards.UnionWith(state.Shards.Keys.Union(state.Unallocatedshards)); // <=
return true;

case Snapshotoffer offer when (offer.snapshot is State state):
_shards.Union(state.Shards); // <=

Here is the link to the sources.

Several methods were called for the shards variable. The last invocation looks suspicious.

Add and unionwith are methods of the Hashset<T> type. They change the shards object state. But union is the
extension method which does not change the shards state. The result of this invocation is not used as well.



Aaron Stannard @Aaronontheweb - Apr 25
Replying to @ SergVasiliev_and @AkkaDotNET

| really appreciated this issue being opened on the repo too because it was
extremely subtle but important to how a complex part of @AkkaDotNET

works. That change was introduced in a big PR that touched 100+ files and
| spent more than 10 hours reviewing it.

O 1 () ¥ g

Aaron Stannard @Aaronontheweb - Apr 25
Replying to @Aaronontheweb @ SergVasiliev_and @AkkaDotNET
| probably wouldn't have caught that error without:

1. A user writing a detailed bug report about an intermittent issue that is
very hard to replicate and us spending tens of hours repro-ing it after this
was released

or

2. Your static analysis tool

QO 1 (W ¥ a



Akka.NET

case ShardId shardId:
_shards.Add(shardId);
return true;

case SnapshotOffer offer when (offer.Snapshot is ShardCoordinator.CoordinatorState state):
_shards.UnionWith(state.Shards.Keys.Union(state.UnallocatedShards));
return true;

case SnapshotOffer offer when (offer.Snapshot is State state):
_shards]Union[state.Shans);
_writtenMarker = state.WrittenMigrationMarker;
return true;

case RecoveryCompleted :
Log.Debug("Recovery complete. Current shards [{0}]. Written Marker {1}",

string.Join(", ", _shards), _writtenMarker);

if (!_writtenMarker) {
Persist(MigrationMarker.Instance, _ => {
Log.Debug("Written migration marker");
_writtenMarker = true;

1)
}

return true;
case MigrationMarker _
_writtenMarker = true;
return true;
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Static analyzer vs own sources



A Bbl npoBepsaeTe PVS-Studio
c nomowbo PVS-Studio?




| PVS-Studio vs PVS-Studio

public override void
VisitAnonymousObjectCreationExpression(
AnonymousObjectCreationExpressionSyntax node)
{
foreach (var initializer in node?.Initializers)
initializer?.Expression?.Accept(this);

v



| PVS-Studio vs PVS-Studio

public override void
VisitAnonymousObjectCreationExpression(
AnonymousObjectCreationExpressionSyntax node)
{
foreach (var initializer in node?.JInitializers)
initializer?.Expression?.Accept(this);

v



| PVS-Studio vs PVS-Studio

public override void
VisitAnonymousObjectCreationExpression(
AnonymousObjectCreationExpressionSyntax node)

{
foreach (var initializer
in (node == null ? null : node.Initializers))
initializer?.Expression?.Accept(this);
}

v



| PVS-Studio vs PVS-Studio

public override void
VisitAnonymousObjectCreationEygpression(
AnonymousObjectCreati ionSyntax node)

{
foreach (var initiald
in (node == 1 : node.Initializers))
initializer?.Express N.Accept(this);
}

v



| PVS-Studio vs PVS-Studio

#CSharp 3 UioH 2021

icnonb3oBaHWe onepatopa ?. B
foreach: 3awmTa ot
NullReferenceException, koTopas He
paboTaet

Cepren Bacunwes

JrobuTe onepatop 2.' ? A KTO Xe He NbUT? 3TN NaKoHWUYHbIe

nposepku Ha null HpaeaTca MHOrUM. OAHaKO CErOAHA Mbl ®
NOroBOPMM O C/ly4ae, KOT4a ONEepaTop ?. TONBKO CO34a&T N E I H E R M I N D
nnno3unK 6e3onacHoCT. Peys MOMAET 0 ro NCMONL30BaHUN B

na forasrh



| PVS-Studio vs PVS-Studio

public bool GeneratePreprocessedFile(....) {

if (info.PreprocessorCommandLine.Contains(" /arch:SSE"))
ClangCommandLine += " /D \" M IX86 FP=1\"";

else if (info.PreprocessorCommandLine.Contains(" /arch:SSE2"))
ClangCommandLine += " /D \" M IX86 FP=2\"";

else if (info.PreprocessorCommandLine.Contains(" /arch:IA32"))
ClangCommandLine += " /U \" M IX86 FP\"";

else if (info.PreprocessorCommandLine.Contains(" /arch:AVX"))

ClangCommandLine += " /D \" M IX86 FP=2\"",;




1 Pvs-studio vs PVS-Studio

if (info.PreprocessorCommandLine.Contains(" /arch:SSE"))
ClangCommandLine += " /D \" M IX86 FP=1\"";

else if (info.PreprocessorCommandLine.Contains(" /arch:SSE2"))
ClangCommandLine += " /D \"_M IX86 FP=2\"";

\ 7,



1 Pvs-studio vs PVS-Studio

if (info.PreprocessorCommandLine.Contains(" /arch:SSE"))
ClangCommandLine += " /D \" M IX86 FP=1\"";

else if (info.PreprocessorCommandLine.Contains(" /arch:SSE2"))
ClangCommandLine += " /D \"_M IX86 FP=2\"";

Vv



| PVS-Studio vs PVS-Studio

if (info.PreprocessorCommandLine.Contains(" /arch:SSE"))
ClangCommandLine += " /D \" M IX86_FP=1\"";

[else if (info.PreprocessorCommandLine.Contains(" /arch:SSE2"))
ClangCommandLine += " /D \" M IX86 FP=2\""; ]

L Expression is always false

/ unreachable statement

v



| PVS-Studio vs PVS-Studio

public void ProcessFiles(....) {

int RowsCount = DynamicErrorListControl.Instance
.Plog.NumberOfRows;
if (RowsCount > 20000)
DatatableUpdateInterval = 30000; //30s
else if (RowsCount > 100000)
DatatableUpdateInterval = 60000; //1min
else if (RowsCount > 200000)
DatatableUpdateInterval = 120000; //2min

v



| PVS-Studio vs PVS-Studio

public void ProcessFiles(....) {

int RowsCount = DynamicErrorListControl.Instance
.Plog.NumberOfRows;

if (RowsCount > 20000)

_ DatatableUpdateInterval = 30000; //30s

else 1T (RowsCount > 100000)
DatatableUpdateInterval = 60088+ //1min

“else—if—(RawsCount > 200000)
DatatableUpdatelnterval—320000; //2min

v



| PVS-Studio vs PVS-Studio

if (RowsCount > 20000)
else if (RowsCount > 100000)

else if (RowsCount > 200000)

\ 7,



| PVS-Studio vs PVS-Studio

if (RowsCount > 20000)

// RowsCount <= 20 000
else if (RowsCount > 100000))

else if (RowsCount > 200000))

\ 7,
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#CSharp

Nlyyluee - Bpar xopollero

3Ta cTaTbA O TOM, KaK 04Hax /bl Mbl PELUWMAN HEMHOTO
YAYULLWUTE BHYTPEHHWIA WHCTPYMeHT SelfTester, npumeHAeMbIiA
ANA NpoBepkUW KadecTea paboTkl aHanuzatopa PVS-Studio.
YnyyweHne DLINO HECNOXHEIM W BEITIALEN0 NONE3HEIM, HO
C034aN10 HaM MHOro Nnpobnem, 1 BNOCAeACTBUIA BEIACHWNOCK,

Korga ABopeukuii - xepTea

CerozHs Mbl OTOMAEM OT KIACCUYECKOro KnnLle BTOPOCOPTHbIX
AEeTeKTUBOB M PacckaxeM BaM O C/lyyae U3 Halllell NPaKTUKK,
Korga ABOpeLKunii cam BbICTYNUA B POV XEPTBbl, @ MOUCKK
HaCTOALLero NpecTynHnKa NpUBean Hac K HEOXNAaHHOMY
pe3ynbTarty. Ho He cTouT NyratbCa. Peub, KOHEYHO Xe...
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