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AHapen KapnosB

= OanH U3 ocHoBaTenemn NpPoeKkTa
PVS-Studio — pvs-studio.ru

= [lnwy n pacckasbiBako npo

cTaTU4eckuin aHanms n Ka4ecTBo
kooa



https://pvs-studio.ru/

Kputnyeckasa owmnodka

= Owwunbka, kKoTopasi MOXET NPUBECTU K HApyLLUEHNIO BE30NacHOCTU
obpabartsiBaeMon nHpopmauymu.

= Mbl B cTaTbsX Ha3blBanu Takme oLInOKu notTeHunalribHbIMUN YA3BUMOCTAMM.

& &6 & & 2




MHTepnpeTupyemblie A3bIKU

= OLUMOKU HENpPoOBEPEHHOIO NCMNOJf1Ib30BaHNA YYyBCTBUTESbHbLIX AaHHbIX;

" OLUMBKN HEKOPPEKTHOIO UCMOSIb30BaHNS CUCTEMHbIX npoueayp v
NHTEPJdENCOB, CBSA3aHHbIX C obecneyeHnem MHOOPMaLMOHHOW
be3onacHocTy;

= OLUMOKU rnpu pa60Te C MHOIonoTo4YHbIMU NMPNMUTUBaAMMN.




KoMnunupyemsbie A3bIKU

= OLUMOKU HENpPoOBEPEHHOIO NCMNOJf1Ib30BaHNA YYyBCTBUTESbHbLIX AaHHbIX;

" OLUMBKN HEKOPPEKTHOIO UCMOSIb30BaHNS CUCTEMHbIX npoueayp v
NHTEPJdENCOB, CBSA3aHHbIX C obecneyeHnem MHOOPMaLMOHHOW
be3onacHocTy;

= OLUMOKU rnpu pa60Te C MHOIonoTo4YHbIMU MPUMUTUBaAMMN,

= OLLNBKNK LEeJTIoOHNCIIeHHOIo nepenosiHeHnAd m HEKOPPEKTHOINO COBMECTHOIO
NCrMOfIb30BaHNS 3HAKOBbIX 1 DEe33HaKOBbIX YNCEeS;

" OLUMOKM nepenonHeHna dydepa.




OononHutenbHo ansa C u C++

" OLUMOKM pasbiIMEHOBaHWUS HYNEBOIro yKkasartens;
" OLWMBOKN OeneHnst Ha HOJb;

" OLUMOKM ynpasBreHns AMHaMUYECKON NaMATbIo;
" OLUMOKM MCroSib30BaHNSA PpopMaTHOMN CTPOKN;

= OLUMOKN NCNOoNb30BaHUSA HENHNLUNAITN3NPOBAHHbLIX NEPEMEHHDbIX,

" OLUMOKM yTEeYEK NAMATU, HE3AKPLITLIX PannoBbIX OECKPUNTOPOB U
OECKPUNTOPOB CETEBLIX COEAUHEHUN.




PVS-Studio n KputTn4yeckue oLLINOKN

= PVS-Studio ymeeT BbISIBNATb KPUTUHECKNE OLLUNDKN.
= [loka HET BO3MOXHOCTM BblOpaTh NOAMHOXECTBO KPUTUYECKNX OLLNOOK.

= Cpenaewm.

A He moey,
Y MEHS N3nKU.




MpumMepbl KPUTNYECKNX OLUNOOK B

Koge, KoTopble A0MKeH HaXxoAnTb
aHanusaTog




OWwunbKM HenpoBepPEeHHOro NUCNOJSIb30OBaHUA
yyBCTBUTENbHbIX AaHHbIX (ReactOsS, C)

int login(const char* host)

{
char tmp[80];

(void)fflush(stdout);
(void)fgets(tmp, sizeof(tmp) - 1, stdin);
tmp[strlen(tmp) - 1] = "\0';
if (*tmp == '\0")
user = myname;
e PVS-Studio: V1010 Unchecked tainted data is
} used in index: 'strlen(tmp)’. ftp.c 216

https://pvs-studio.ru/ru/blog/posts/cpp/1122/



https://pvs-studio.ru/ru/blog/posts/cpp/1122/

Opyrou npumep n3 ONLYOFFICE Community
Server, C#

public void SetCredentials(string userName, string password, string domain)

{
if (string.IsNullOrEmpty(userName))

{ throw new ArgumentException("Empty user name.", "userName");
if (string.IsNullOrEmpty("password"))
{ throw new ArgumentException("Empty password.", "password");
}

\ ceen

PVS-Studio: V3022 Expression 'string.IsNullOrEmpty("password")' is always
false. SmtpSettings.cs 104



OWKNOKN HEKOPPEKTHOrO UCNOSIb30BaHUA CUCTEMHbIX Npoueayp u
nHtepdencoB, cBA3aHHbIX ¢ obecnedyeHnem UbB (Crypto++, C++)

MicrosoftCryptoProvider: :MicrosoftCryptoProvider()

{
if(!CryptAcquireContext(&m_hProvider, 0, 0, PROV_RSA FULL,

CRYPT_VERIFYCONTEXT))
throw 0S RNG Err("CryptAcquireContext");

¥

PVS-Studio: V1109 The 'CryptAcquireContextA' function is deprecated.
Consider switching to an equivalent newer function. osrng.cpp 50

Next Generation APls. Microsoft may remove this APl in future releases.




OWKNOKN HEKOPPEKTHOrO UCNOSIb30BaHUA CUCTEMHbIX Npoueayp u
nHTepdencon, cBA3aHHbIX ¢ obecnevyeHnem Ub (Android, C)

static void FwdLockGlue InitializeRoundKeys()

{
unsigned char keyEncryptionKey[KEY_SIZE];

memset(keyEncryptionKey, @, KEY SIZE); // Zero out key data.
}

PVS-Studio: V597 The compiler could delete the 'memset' function call, which
is used to flush 'keyEncryptionKey' buffer. The memset_s() function should be
used to erase the private data. FwdLockGlue.c 102



OWwno6bKn npu padote ¢ MHOronOTOYHbLIMM
npumutuBamm (Zephyr, C)

static int nvs_startup(struct nvs fs *fs) {

k_mutex_lock(&fs->nvs_lock, K_FOREVER);

if (fs->ate wra == fs->data _wra & & last ate.len) {

return -ESPIPE;
}

end:
k_mutex_unlock(&fs->nvs_lock);
return rc;

¥

PVS-Studio: V1020 The function
exited without calling the

'k_mutex_unlock' function. Check
lines: 620, 549. nvs.c 620




OwmnbKM npun pabote ¢ MHOroNOTOYHbLIMU
npumutnBamu (WildFly, Java)

private volatile ExpressionFactory factory;

@Override
public ExpressionFactory getExpressionFactory() {
if (factory == null) {
synchronized (this) {
if (factory == null) {
factory = delegate.getExpressionFactory();
for (ExpressionFactoryWrapper wrapper : wrapperList) {
factory = wrapper.wrap(factory, servletContext);

}
} PVS-Studio: V6082 Unsafe double-checked locking. A
! previously assignhed object may be replaced by another
} . L. .
return factory; |Object. JspApplicationContextWrapper.java(74),
h JspApplicationContextWrapper.java(72)




LlenoyucneHHoe nepenonHeHue (C++)

int foo(const unsigned char *s)

{
int r = 0;
while(*s) {
r+= ((r * 20891 + *s *200) | *s ~ 4 | *s ~ 3) ~ (r >> 1);
S++;

}
return r & OX7fffffff;

¥

PVS-Studio: V1026. The variable is incremented in the loop. Undefined
behavior will occur in case of signed integer overflow.
https://pvs-studio.ru/ru/docs/warnings/v1026/



https://pvs-studio.ru/ru/docs/warnings/v1026/

LlenouucneHHoe nepenonHeHue (libtorrent, C++)

void torrent::get download queue(std::vector<partial piece info>* queue) const

{
const int blocks per piece = m picker->blocks in piece(piece index t(0));

int counter

=@;
for (auto i = gq.begin(); i != g.end(); ++i, ++counter)
{
pi.blocks = &blk[std::size t(counter * blocks per piece)];
}

PVS-Studio: V1028 Possible overflow. Consider casting operands of the

‘counter * blocks_per_piece' operator to the 'size_t' type, not the result.
torrent.cpp 7092



HekoppekTHOe COBMeCTHOE UCMNOofib30BaHMe 3HAKOBbIX U
O6e33HaKoBbIX yncen (Hypertext Preprocessor, C)

PHP_CLI API size t sapi cli single write(....)
{

size t shell wrote;
shell wrote = cli shell callbacks.cli shell write(....);
if (shell wrote > -1) {

return shell wrote;

¥
}....

PVS-Studio: V605 Consider verifying the expression: shell wrote >- 1. An
unsigned value is compared to the number -1. php _cli.c 266



Ownbkun nepenonHeHus dydepa (GPCS4, C++)

struct GnmCmdPSShader {

uint32_t reserved[27];
1

int PS4API sceGnmSetPsShader350(....) {

memset(param->reserved, 0, sizeof(param->reserved) * sizeof(uint32 t));
return SCE_OK;

¥

PVS-Studio:

V531 Itis odd that a sizeof() operator is multiplied by sizeof(). sce_gnm_draw.cpp 420

* V512 A call of the 'memset' function will lead to overflow of the buffer '‘param-
>reserved'. sce_gnm_draw.cpp 420



Ownbku nepenonHeHusa dydgepa (ICU, C)

static char plugin file[2048] = "";

U CAPI void U _EXPORT2 uplug init(UErrorCode *status) {

// uprv_strncat packpbiBaeTca B strncat
uprv_strncpy(plugin file, plugin dir,
uprv_strncat(plugin file, U FILE SEP_STRING,
uprv_strncat(plugin file, "icuplugins",
uprv_strncat(plugin file, U ICU VERSION_SHORT,
uprv_strncat(plugin file, ".txt",

2047);
2047);
2047);
2047);
2047);

CBoboaHoe MecTO B
oydepe, a He pa3mep
oydepa!

PVS-Studio: V645 The 'strncat’ function call could lead to the 'plugin_file'
buffer overflow. The bounds should not contain the size of the buffer, but a

number of characters it can hold. icuplug.c




OwnobkKu pasbiMeHOBaHUSA HYJIEeBOIro yKa3saTtens
(OpenJDK, C)

static jint JINICALL cbObjectTagInstance(....)
{

I AM A POINTER.
WHAT ARE YOU? A NULL POINTER.
\‘%‘
‘it. \

'y

ClassInstancesData *data;

data = (ClassInstancesData*)user data;

if (data == NULL) {
data->error = AGENT ERROR ILLEGAL ARGUMENT;
return JVMTI VISIT ABORT,;

¥
}....

PVS-Studio: V522 Dereferencing of the null pointer 'data’
might take place. util.c 2424



Ownobku geneHunda Ha Honb (LLVM, C)

COMPILER RT ABI du_int _ udivmoddi4(...., du_int* rem) {

if (d.s.low == 0) {
if (d.s.high == 0
if (rem)
*rem = n.s.high % d.s.low;
return n.s.high / d.s.low;

¥

) {

PVS-Studio:
* V609 Mod by zero. Denominator 'd.s.low' == 0. udivmoddi4.c 61
* V609 Divide by zero. Denominator 'd.s.low' == 0. udivmoddi4.c 62



Owunbkmn ynpaBneHus gUHaMM4yeCKou NamMATbIO
(OpenToonz, C++)

template <class T> void doDirectionalBlur(....) {
T *row, *buffer;

row = new T[1x + 2 * brad + 2];

free(row);
r->unlock();

¥

PVS-Studio: V611 The memory was allocated using 'new' operator but was
released using the 'free' function. Consider inspecting operation logics behind
the 'row' variable. motionblurfx.cpp 288



Owunbkmn ynpaBneHus gUHaMM4yeCKou NamMATbIO
(MuseScore, C++)

void GuitarPro6::readGpif(QByteArray* data)
{

} else {
delete slur;
legatos[slur->track()] = 0;

¥

PVS-Studio: V774 The 'slur' pointer was used after the memory was released.
iImportgtp-gp6.cpp 2592



OwmnobKM ncnonb3loBaHnsa hopmMaTHOUN CTPOKMU
(OpenCOLLADA, C++)

struct vector

{

double x;

double vy;

double z;

void write(FILE* file) const

{

fprintf(file, "%f %f %f %f", x, y, z);

}

PVS-Studio: V576 Incorrect format. A different number of actual arguments is
expected while calling 'fprintf' function. Expected: 6. Present: 5.
mayadmtypes.h 657



OwmnobKM ncnonb3loBaHnsa hopmMaTHOUN CTPOKMU
(WINSCP, C++)

bool CAsyncSslSocketLayer: :CreateSslCertificate(....)

{
char buffer[1001];
int len;
while ((len = pBIO_read(bio, buffer, 1000)) > 0)
{
buffer[len] = 0;
fprintf(file, buffer); 970 eLlé n onmbKa HenpoBepeHHOro
5 NCNo/1b30BaHUA 4YyBCTBUTE/IbHbIX
1 AaHHbIX.

PVS-Studio: V618 It's dangerous to call the 'fprintf' function in such a manner, as the line
being passed could contain format specification. The example of the safe code: printf("%s",
str); asyncsslsocketlayer.cpp 2247



Ucnonb3oBaHMe HeMHNLManM3npoBaHHbIX
nepemMeHHbIX (CovidSim Model, C++)

void CalclLikelihood(....) {

double ModelValue;
// loop over all days of infection up to day of sample
for (int k = offset; k < day; k++)
{
// add Pl to P2 to prevent degeneracy
double prob seroconvert = P.SeroConvMaxSens * ....;
ModelValue += c * TimeSeries[k - offset].incI * prob_seroconvert;

¥

PVS-Studio: V614 Uninitialized variable 'ModelValue' used. CovidSim.cpp 5412



Ownobkum yteyek namatum (PMDK, C)

static enum pocli ret
pocli args obj root(...., char* in, PMEMoid** oidp)

{
char* input = strdup(in);
if (!input)
return POCLI_ ERR_MALLOC;

if (loidp)
return POCLI_ERR_PARS;

PVS-Studio: V773 The function was exited without releasing the 'input’
pointer. A memory leak is possible. pmemobijcli.c 238



U apyrux pecypcoB (CMake, C)

RHASH API int rhash file(....)

{
FILE* fd;

if ((fd = fopen(filepath, "rb")) == NULL) return -1;
if ((ctx = rhash _init(hash _id)) == NULL) return -1;
res = rhash _file update(ctx, fd);

fclose(fd);

PVS-Studio: V773 The function was exited without closing the file referenced
by the 'fd' handle. A resource leak is possible. rhash.c 450






Kputnyeckme oimbKn MOXHO U HY>KHO NpaBuUTb 6e3
yyeTa, yAa3BMMOCTb 3TO UIMU HeT

= B HacTosiLeM cTaHOapTe B 3aa4n CTaTUYECKOro aHanm3a He BXoauT
pa3rpaHn4yeHune owMnOOK B YaCcTn nocrneacTtBumn, HeobxoaMmMo HanuTU
noTeHunanbHble MecTa OLLNBOOK.

= Mbl yacTo pa3bupanu 310 B cTaTbsiX. [IPUATHO, YTO 3TO 3BYYUT U B
cTaHpapTe.




«HekpuTnyeckas owmnbKa» ToXe MOXeT ObITb ONMacHOM

= K Knaccmgukaumm criegyet OTHOCUTbCA BOAYMUMBO.
= Bceé yCcrnoBHO U OTHOCUTENLHO.

= dopmanbHO BEPHO HaNAEHHAas KpUTMYeckasa oLuMbKa MOXET He
npeacTaBnsaTb Yyrpos3bil.

= OwmnbKa, He KnaccudunumMpoBaHHaAsA KakK KpUTUYECKas, BNOHE MOXET TaKou
ObIThb.




3akKknwyeHue

= Cnepgyrouwmn BebuHap Kak pas dyaeTt NnocBsLEH TEXHOMNMOMMAM
aHanusa Kopa.

* [nwnTe HaMm, ecnu XoTUTE y3HaTb NMPO Kakne-To TEMbI
noapobHee. Mbl cobupaem ngeun ans éyayuwimnx sedbrnHapos.

= [MToanucelBanTecb U obwamtecb ¢ Hamu B VK:
 https://vk.com/pvsstudio_rus



https://pvs-studio.ru/ru/about-feedback/
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