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bonee 15 net B chepe aHanmsa \
koda
ABTOp cTaten npo C++ 1 Ka4ecTBo
koda
Xabp: @Andrey2008
¢ -



https://habr.com/ru/users/Andrey2008/publications/articles/

OcHoBa moux HabnwaAeHUU U BbLIBOAOB

= 15 net komaHga PVS-Studio nuweT ctatbn Npo oWndKn, HangeHHbIe B
OTKPbITbIX MPOEeKTax

= Cenvac konnekyuna HacumtbiBaeT 15 600 6aros

= He 15K+ npeaoynpexgeHun, umeHHo 15K+ omnobok!
= Ham npuaTeH Haw BKMaa B OTKPbITbIE NMPOEKTHI
= https://pvs-studio.ru/ru/blog/examples/

3/59


https://pvs-studio.ru/ru/blog/examples/




HenHnunanninpoBaHHble NepemMeHHble

= Besoe nNpo HUx
* KHurm
« Ctatbu T1na “Ipoknatne HeMHUUManmM3npoBaHHbIX NEPEMEHHbIX”
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HenHnunanninpoBaHHble NepemMeHHble

= [1pO HUX TaK MHOIO rOBOPSIT, YTO C 3TUM NPOrPaMmMmUCTbl BHUMATENbHbI
= OLWKnBKKM XOPOLLIO FTOBATCH KOMMUNSTOPaMu

int 1i;

int A[10] = { © };

return A[i];

= Clang: variable 'I' is uninitialized when used here
= MSVC: C4700: uninitialized local variable "' used
= GCC: IS used uninitialized
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HenHnunanninpoBaHHble NepemMeHHble

= 3araganTte YnCcro: CKOMbKO OLUMOOK 3TOro Tuna Mol Hawnum 3a 10+ net B
OTKPbITbIX NpOeKTax?

= [pumep peanbHon owmnbkm n3 Godot Engine (C++):

const char* CPPlayer::get voice sample name(int p voice)
{
const char *name;
if (!voice[p voice].sample ptr)
name=voice[p voice].sample ptr->get name();
return name;

¥
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HenHnunanninpoBaHHble NepemMeHHble

= 3araganTte YnCcro: CKOMbKO OLUMOOK 3TOro Tuna Mol Hawnum 3a 10+ net B
OTKpbITbIX NpoekTax (C, C++, C#, Java)?

= 120 owmnbok (ecnn 0ob6aBUTb HEMHNLMANU3NPOBAHHbIE YIEHbI KIacCcoB)

= Ka)ketcsa, Hemano. 3anoMHUM 3TO YMCHO.
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NeneHvie Ha 0

= Knaccuka Befb... KaXXeTcs...
= Besge npo geneHue Ha O
= [laxxe mMeMbl ecTb

JTO npunomel-l@ e ano,
a oﬁpaﬁmagja gﬂ
n60e ncKNIYeHn

" \}




NeneHvie Ha 0

= Ha camom fgerne, peakue KpaeBble cnydau, Kak B npoekTe Inkscape (C++)

} else if (type >= 3000 && type < 4000) {
unsigned int chamferSubs = type-3000;

// Mpu type == 3000 nony4mm NaN
double chamfer stepsTime = 1.0/chamferSubs;
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NeneHvie Ha 0

= 10+ net aHanmnaa oTKpbITbIX NpoekTos (C, C++, C#, Java)

= 20 owmbok
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Bbixoa 3a rpaHuUy mMaccuBa

= [lpumevyaHune: He y4nTbIBasa BbIX0 3a rpaHuuy bydepa, Hanpumep, npu strcat
= Knaccudecknu BbIXo 3a rpaHuuy maccmea B npoekte Umbraco (C#)

case "SqglText":

if (m.Arguments.Count == 2)

{

var nl = Visit(m.Arguments[0]);
var f = m.Arguments[2];
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Bbixoa 3a rpaHuUy mMaccuBa

= ECTb, HO MEHbLUE OXUaaemMoro

* BbICTPO BbISABMNSAETCA NnpeaynpexaeHnamm
= Winn npu 3anycke (UCKIoYeHns)

* /Inn npn TectupoBaHuu

= 10+ net aHannaa oTKpbITbIX NpoekTos (C, C++, C#, Java)

= 215 owmnbok
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Ae-To owyuweHnAa noaTBepXKaaroTCH OONbLUNM
KOrin4ecTBOM pearnbHbIX 6aro?

= [1a, 3TO pasbiIMeHOBaHWEe HyNeBbIX yKa3aTtenen / CCblnokK

| AM APONTER
WHAT ARE YOU?
N A NULL PONTER.
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Knaccuuyeckun npumep: pasbiMeHoBaHUe, NOTOM
npoBepkKa

= MpoekT Microsoft PowerToys (C#)

public List<Result> Query(Query query)

{
bool isGlobalQuery = string.IsNullOrEmpty(query.ActionKeyword);

if (query == null)
{

throw new ArgumentNullException(paramName: nameof(query));

¥
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HyneBble CCbINIKU U YKa3aTenn

= 10+ net aHanmnaa oTKpbITbIX NpoekTos (C, C++, C#, Java)

= 3900 owmnboK
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OxupgaHua couBaroT pa3paboTymMkoB

aHarnnM3aTopoB N TeCTOBbLIX HAbopoOB




UYTo 00BLeauHAaeT pacCMOTPEHHbIE OLUNOKN?

= IX Mano, HO Ka)XeTcs, YTO MHOrIO
* HeuHuumnanmsnpoBaHHblE NEepPEMEHHbIE
* [leneHne Ha 0
* BbIxop 3a rpaHuuLy maccumBa

= HyneBble CCbINKM 1 yKkasatenu (Mx 4erCTBUTENbHO MHOIO)

= [1na nx BbISABNEHNA HYXXEH aHann3 notoka AaHHbIX!

18/59



OOmMaHKKM. (POKyCHUpPOBKa Ha aHariM3e NOToKa AaHHbIX

= OcobeHHO BCe 3aLUMKNUBAOTCA Ha pa3biIMEHOBaHUN HYNEBbLIX yKkasartenen /
CCbIJTOK

= Ho:
* HacTo OHM He KPUTUYHBI (Ha NpakTUKe He NPosIBNSAOT cebsl)

* B Takux asbikax, kak C#, 910 ucknodeHue (a He UB kak B C++)

* Kputnyeckme MOMEHTbI ObICTPO OTNaBNMBalOTCA HA PpaHHUX dTanax
noboro TMna TeCTUPoOBaHUS
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OOmMaHKKM. (POKyCHUpPOBKa Ha aHariM3e NOToKa AaHHbIX

= MoXHO CUNbHO 3aMOopavinBaTbCH, BbIMCKNBasA Goree CrnoxHble
cuTtyaumun, HO 3TO NPaAKTUHECKUN He yry4llaeT Ka4eCTBO KOoAda B LleJiOM

» HekoTopbix owmnbok npocTto maro (geneHue Ha 0)
* HyneBble yKasaTenu 1 CCbIfIKN He TaK CTPaLLUHbI, KaK KaXeTcs
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OTTankmBasicb OT aHanu3a NoToKa AaHHbIX,
npuaymMmbiBaeTcAa aHanm3 HecyLleCcTBYHOLWMNX OWKNOOK

= /3 Toyota ITC

void null pointer 006()
{
int* p;
p = (int*)(intptr t)rand();
*n = 1; /*Tool should detect this line as error¥*/
/*ERROR:NULL pointer dereference*/

* MMpunogymann. Kakne-to aHanusaTtopsbl byayT HaxoanTb. Ho K peanbHOCTK 3TO
OTHOLLUEHNA He NMEET.
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TecCcT Ha BbisiBfieHUe BbiAYMaHHON OLUNOKK

= [1pobrnema He B NULL. Ykasarternb B NpuUHUKUINE HESMb3S1 NCMNOMb30BaTb.
= rand() peako ucrionbdyemasi pyHkUMs. Ha npakTmke Takmx cutyaumm Het!

void null pointer 006()
{

int* p;

p = (int*)(intptr t)rand();

*p = 1; /*Tool should detect this line as error*/
/*ERROR:NULL pointer dereference*/
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OOmaHKu: poKkycmMpoBKa Ha Tpacce BbINOSIHEHUS

= OT0 cneacTBme OKYCUPOBKM Ha aHanmM3e NnoToka JaHHbIX

= KaxeTtcs, YTo ecnv Ba)KHO oTcrneauTb BCe Larn, To U nNone3Ho nogpobHo
nokasaTb Tpaccy BbINOSTHEHNSA U AaHHbIX

= [la, HO HeT
= Uem bonblue nokasbiBaellb, N YEM OJSIMHHEE MYTb, TEM MEHEE MOHATHO
* nn cmotputcsa «aywHo» (He cneunanbHO, HO TEDSA aepXxaT 3a Aypadka)
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Assigned value is garbage or undefined
[clang-analyzer-core.uninitialized.Assign]

izt b

= B Tpacce 221 NyHKT

= Hy «cnacubo», cenvac Hanbko Kode 1 HayHy

pasbuparbcs

= 1 3TO TONBbKO OOHO NpeaynpeXxaeHne
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OTKyAaa owyLwieHue, 4TO Tebsa AepxaT 3a aypadka

= 22: Assuming 'aOvflSpace' is non-null in ....\sqlite\sqglite3.c: 77647

77647
77648
77649

= Mbl JoGepemMcsa a0 OLLNOKMU,
ecnun aOvflSpace He HyneBou

if( !'aOvflSpace ){
return SQLITE NOMEM_ BKPT;

= Kak OyaTo g 910ro 3 Koga He BUMXKY
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lMosicHeHue

= £ He roBopto, YTO aHanNn3 NOToKa AaHHbIX Manonones3eHx
= OuyeHb noreseH

= [1poCTO UM yBrekarTcs B yepb apyrnm HarpaBneHUsam
= AHanma nony4aercsa ogHODOKMUM
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PeanbHOCTb




void shal hmac_finish(shal context* ctx,
unsigned char output[20])

{
unsigned char tmpbuf[20];

shal finish(ctx, tmpbuf);

shal starts(ctx);

shal update(ctx, ctx->opad, 64);
shal update(ctx, tmpbuf, 20);
shal finish(ctx, output);

memset(tmpbuf, 0, sizeof(tmpbuf));

Knaccuka — CWE-14: V597 The compiler could delete the 'memset' function call,
which is used to flush 'tmpbuf' buffer. shal.cpp 371
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N3BeCcTHbLIU NaTTepH NOTeHUMaribHOu yA3BMMOCTMU

= YTo Kog coaepxut CWE-14, yauBuUTENbHOIO HET

= MHorme nporpaMMmUCTbI HE 3HAKOT 3TOT HIOAHC PabOoThbl ONTUMU3UPYIOLLLETO
KoMnunsTopa

* YOUBUTENBHO, KaK 4YaCTO MOXXHO BCTPETUTb Takomn Koa

= 330 owmnbokK
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MuHu urpa:. 3aragauTe, YTO Yalle BCcTpe4vaeTcs

HenHnunannampoBaHHble NepeMeHHble
VS
[loBTOpHAasA 3anncb B NEPEMEHHYIO

Cenvac Oyget napa npMMepoB, YTO MMEETCS B BUAOY
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Context. eflags Ox88898a8b;

Context.cs = Ox8c8d;

Context.fs = Ox8e8f;

Context.gs = 0x9091;

Context.ss = 0x9293;

Context.ds = 0x9495;

Context.ss = 0x9697;

11lvm: :ArrayRef<uint8 t>

ContextRef(reinterpret cast<uint8 t*>(&Context),
sizeof(Context));

V519 [CWE-563, CERT-MSC13-C] The 'Context.ss' variable is assigned values
twice successively. Perhaps this is a mistake. Check lines: 110, 112.
RegisterContextMinidumpTest.cpp 112
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public void SetString(string key, string value)
{
if (m_syncDictionary.TryGetValue(key,

out string existingValue))
{

if (value != existingValue) _
{ SanAndreasUnity, C#

m_syncDictionary[key] = value;

¥
¥
m_syncDictionary[key] = value;

}

V3008 The 'm_syncDictionary[key]' variable is assigned values twice

successively. Perhaps this is a mistake. Check lines: 112, 108. SyncedBag.cs
112
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BepHemcs K urpe

HenHnymanusnpoBaHHble nepemMeHHble — 120 owmnbok
VS
[ToBTOpPHAas 3anucb B nepemMeHHyo — 410 owmnbok
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A BOT OObIYHO HecTpallHbIU, HO BCE-TakKu Nnsnm

= [1poBepkKa ykasartens nocrne new

= B 3TOT MOMEHT 005A3aTenbHO KTO-TO BCNOMHUT nNpo new(std::nothrow)
= He oTtBnekantecb, PVS-Studio 310 yynTbiBaeT

= [1pumep n3 npoekta Minetest (C++)

clouds = new Clouds(smgr, -1, time(9));

if (!clouds) {
*error_message = "Memory allocation error (clouds)”;
errorstream << *error_message << std::endl;
return false;
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[lpoBepKa yKasaTens nocrie new

= B ronioBy npmuxoauT:
* OTO TOSbKO Y CTYOEHTOB Takoe B KoAe
* JTO peakumn Bna NporpaMmmMmnucToB, 40 KOHUA He nepeweawmnx ¢ C Ha C++

= B obem — ak30TuKa
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[lpoBepKa yKasaTens nocrie new

= B ronioBy npmuxoauT:
* OTO TOSbKO Y CTYOEHTOB Takoe B KoAe
* JTO peakumn Bna NporpaMmmMmnucToB, 40 KOHUA He nepeweawmnx ¢ C Ha C++

=_B oblieM —aK30THKa

= Xa-xal!

= B Hawen konnekunn 1630 Taknux BOT «pedKoCTeN»
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Hanocnepok moe nrooumoe: (A == A)

* HWKTO BCepbe3 He BOCnpuHMUMAET onedaTtku suaa “if (A ==A)"
= 4 He BMaen Takme naTtTepHbl B Habopax TeCToB

= U pencrteutencHo... BoT HyneBble ykasaTtenu, aTo aa!
100500 TecTOB Ha yKasaTenu caenaem
= A Takux NpocTbIX OLUMOOK HE ObIBaAET
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private boolean checkDimensions(CLIQUEUnit other, int e) {
for (int 1 =0, j =0; i< e; i++, j += 2) {
if (dims[i] != other.dims[i]
|| bounds[j] != other.bounds[j]
|| bounds[j + 1] !'= bounds[j + 1]) {
return false;

}
} other.

return true;

V6001 There are identical sub-expressions 'bounds[j + 1]’ to the left and to the
right of the ''=' operator. CLIQUEUnNIt.java(252)
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public static bool IsTypeOf<T>(this TypeReference tr)

{
var type = typeof(T);
return tr.Name == type.Name && tr.Namespace == tr.Namespace;

V3001 There are identical sub-expressions 'tr.Namespace' to the left and to the
right of the '==" operator. TypeReferenceExtensions.cs 365
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Value* op color number(enum Sass OP op, ....)

{

double rval = rhs.value();

if ((op == Sass OP::DIV || op == Sass OP::DIV) && rval == 0) {
// comparison of Fixnum with Float failed?
throw Exception::ZeroDivisionError(lhs, rhs);

¥

V501 [CWE-570] There are identical sub-expressions to the left and to the right
of the '||' operator: op == Sass_OP::DIV || op == Sass OP::DIV operators.cpp
250

40/59



OHuM Be3pe!

= 600 nonHoBECHbIX OLLNDOOK
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[ToabITOXUM pacCMOTpPEHHOoe




OwyLweHnam noBepsaTb NFIOXO0

= OxngaHus:
* HeuHuumnanumsnpoBaHHble nepemeHHble — 120
« [leneHne Ha Honb — 20
* BbIxop 3a rpaHuuy maccmsa — 215
* Hynesble ccbiniku 1 ykasatenu — 3900
= PeanbHOCTb:
 CWE-14 (ncyesHoseHne memset) — 330
* [NoBTOpHaga 3anucb B nepemMeHHyo — 410

* [lpoBepka ykasaTtens nocne new — 1630
* Oneyvatkm Bnga (A==A) — 600
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OwyLweHnam noBepsaTb NFIOXO0

= Hanpumep, oXXugaHua ro ykasaresiaMm cosnanu

= A B gpyrnx mectax CUSIbHO MUMO MOXHO YCUNUA NPUNOXNTb

= YTto genartb? Habnwopats!

= [1pakTuka HanpaBnsieT pa3paboTKy aHanmM3aTtopa B HY>XHYH CTOPOHY
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[MlpakTukKa

* HaymHaellb NOHUMaTb, Ha KakKnux naTtTepHax crieayet cocpeaoTodnTbCA

= IHa4e 3TO Kak onTuMmaaumns 6e3 npodmnnmupoBLLnKa

* OOBbABUTL «aHanM3 NOToka AaHHbIX» Ba)XHENLWUM MexaHUu3MoM 1 aenaTb
BCE Ha ero ocHose

* Wckatb 1lul Bmecto 1UL. Hn pasy He Bmngen owmnoky...

« OTO OTCbIfKa K ctaHaapty MISRA, rae MHorue npasuna rnpuaymaHbl, Ha
MOW B3rnam, UCKIMHYNTENBbHO YMO3PUTENBHO
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A 4TO eLle UHTepecHoro?




A heKkT nocnegHen CTPOKHU

= [1Tpnmep n3 npoekta eShopOnContainers (C#)

private bool CheckSameOrigin(string urlHook, string url)
{

var firstUrl = new Uri(urlHook, UriKind.Absolute);

var secondUrl = new Uri(url, UriKind.Absolute);

return firstUrl.Scheme == secondUrl.Scheme &%&
firstUrl.Port == secondUrl.Port &&
firstUrl.Host == firstUrl.Host;
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0,1,2,3 (B uMeHax nepeMeHHbIX; UHAEKCbI)

= [1Tpnmep n3 npoekta OpenCOLLADA (C++)

struct short2
{

short values[2];
short2(short s1, short s2)

{

values|[0]
values[2]

¥
};....

sl;
S2;
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PYHKLUMU cCpaBHEHUS

= [1pumep n3 npoekrta IronPython (C#)

public static int Compare(SourcelLocation left,
SourcelLocation right) {
if (left < right) return -1;
if (right > left) return 1;
return 0;

¥
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PYHKUUUN BPEMEHU

= [1pumep n3 npoekrta Tizen (C)

static void preview down cb(....)

{

int delay = 0.5;

double fdelay;

fdelay = ((double)delay / 1000.0f);
DbgPrint("Long press: %1f\n", fdelay);
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[MoapobHee

= PacnpocTpaHEHHbIE NATTEPHbI ONMeYaTokK MNpu NporpaMmMmmMpoBaHnUn
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https://pvs-studio.ru/ru/blog/posts/cpp/1064/




OLWKnOKN U3 KHUT — OOrnbLLON BOMNPOC

= Xyxe He byoet
= HO yBnekaTtbCa He CTOUT
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Cnepgute 3a pearibHbIMU OLLMOKaMM U ULLNTE UX

= CBOM koA
= CTOpPOHHWUN KOO
= Kog ¢ owmbkamu, npucrnaHHbIN nofb3oBaTtensamu aHanusartopa

= Kak nokasana npakTuka, AMarHoCTUKM, Co3aaHHble MO pearnbHbIM Cry4Yasm,
6onee nonesHbl, Yem NpuayMaHHble TEOPETUYECKN
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N3BecTHbIN bar u3 mmpa C n C++: if (isCrazyMurderingRobot=true)

O NO! THE ROBOTS ARE KILLING USHIL IBUT WHY?1? WE

c :

o
s B

p ol

- Ll
|
|
.

NEVER PROGRAIHED
B THEM T0 DO THO M

static bool isCrazyMurderingRobot = false;

void interact_with_humans (void){
if(isCrazyMurderingRobot = true)
kill(humans);
else
be_nice_to(humans);




Takme oLLNOKN Mbl AEeNCTBUTESIbHO BCTpeYvyanu

= [poekT Intel AMT SDK (C++)

if(status = true)
{

PrintSuccess();

¥
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Ucueszarowmm Bua! BHectn B KpacHyro KHury!

= B konnekuunn y Hac cobpaHo 14 nogobHbIx baros
= Ho nocnegHun pas mbl Haxoaunu Takyto owunbky B 2016 roay!

= Bce koMnunaTopbl 1 aHanuM3aTopbl NpeaynpexaatoT
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