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* [MonéTbl 3a barom
= DlIMain




AHAapen Kapnos

npoekTa PVS-Studio.

DevRel. OgnH 13 ocHoBaTenen







TDD

= Test-driven development

= Pa3paboTKa yepes TecTMpoBaHue

= 270 Unit-TectupoBaHue

= TONbKO TecCTbl NMLIYTCA A0 KoAa




TDD sT10 X0powo, HO

= HekoTopble OWNOKM HEBO3MOXKHO BbIABUTb C MOMOLLbIO TECTOB
" Nnn 3To KpanHe CNOXKHO U HepaLMOoHaAbHO Mo Tpyao3aTpaTam

* Yy1b no3xe 6yayt PROOF-bI




TDD cnab

= Koraa owunbKa He nomaeT noseaeHue, a 3amen/ifeT Koj,

= OWKMBKM MOTYT coaieprKaTb CaMU TECTbI
* HWKTO He NULWET TecTbl Ha TeCTbl

* OwwnbKa npoasnaeT cebs ToNbKo Ha bonblNX 06 BEMAX AaHHbIX

* CKY4YHO/HepaunOoHaNbHO/CNOXKHO TECTUPOBATb HEKOTOPbIE YY4aCTKM Koaa
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CTaTU4yeCcKMmM aHanm3 CneLwunT Ha

MOMOLLb




CTaTM4ecKkun aHanms3 Koaa

= ABTOMaTU3NPOBaHHbIN 0630p Koaa

* HeT HUKaKux VS

= XOpOLUO AONOJTHAET Apyrmne metTogoanormn sbiAB1eHUA ownboK

CGObjectInstance *CMapLoadert3M: :readDwellingRandom (const int

auto *object = new CGDwelling();
CSpecObjInfo *spec = nullptr;

switch(objectTemplate->id)

case Obj: :RANDOM_DWELLING:
spec = new CCreGenleveledCastleInfo();
break;
case Obj: :RANDOM_DWELLING_LVL:
spec = new CCreGenAsCastleInfo();
break;
case Obj: :RANDOM_DWELLING_FACTION:
spec = new CCreGenleveledInfo();
break;
default:
throw std::runtime_error("Invalid random duelling format™);




CunbHble CTOPOHDI

= [lpoBepKa TecTtos

= [lonHoe noKpbITUE KoAa
* Hy noytn. ECTb TOHKME HIOAHCHI

= YnyJyueHue KavyecTsa KoaoBo 6asbl B Lesiom
" BbiABNEHME «HEBUANMbBIX OLUMOOK» C TOYKU 3PpEHMSA unit-TecToB UM AUHAMMUYECKOTO
aHa/n3a

* He 3aBMUCUT OT BXOAHbIX AAHHbIX

* «[lpeackasaHue 6aros» Ha NoKa paboTatoLem Koae
(Hanpumep, 64-6UTHbIE OWINOKNK)




[Tonmepsbl gonoaHeHuna TDD

" [IpoaeMOHCTPUPYIO Ha NpuMepax oWwmMboK, KoTopble Haxoaun PVS-Studio B
OTKPbITbIX MPOEKTax

= PVS-Studio — ctatnyecknm aHanmsatop C, C++, C#, Java Koaa

= PVS-Studio: SAST, SCA, OWASP, SEI CERT, CWE, MISRA, AUTOSAR, Visual Studio,
Intelli) IDEA, Rider, CLion, Visual Studio Code, Qt Creator, DefectDojo, MSBuild, Ninja,
Gradle, Keil uVision, DS-MDK, IAR Embedded Workbench, Docker, Jenkins, TeamCity,
CircleCl, Travis Cl, GitLab, GitHub Actions u mHOro apyrux ymubix cnos!




PROOF-bI




PasMUHKa:

OLIMOKM B 06paboTYMKax owmnboK




OpenlDK, C

ClassInstancesData *data;

data = (ClassInstancesData*)user data;
if (data == NULL) {

data->error = AGENT_ERROR_ILLEGAL_ARGUMENT;
return JVMTI VISIT ABORT,

PVS-Studio: V522 Dereferencing of the null pointer 'data’ might take place. util.c 2424




Ry Spoon, Java

return Class.forName("spoon.reflect.code." + name);
} catch (ClassNotFoundException ex) {
throw new CtPathException(
String.format( %1$s
"Unable to locate element with name $s in Spoon model",

name));

PVS-Studio: V6046 Incorrect format. A different number of format items is expected.
Arguments not used: 1. CtPathStringBuilder.java 54




bool FileSource::createCacheFile() Rosegarden, C++

{

} catch (DirectoryCreationFailed f) {

return 5

PVS-Studio: V601 The string literal is implicitly cast to the bool type. FileSource.cpp
902




HeBnammoe ana unit-tectos




static void FwdLockGlue InitializeRoundKeys() { Android, C

unsigned char keyEncryptionKey[KEY SIZE];

memset (keyEncryptionKey, 0, KEY _SIZE); // Zero out key data.

PVS-Studio: V597 CWE-14 The compiler could delete the 'memset' function call,
which is used to flush 'keyEncryptionKey' buffer. The memset_s() function should be
used to erase the private data. FwdLockGlue.c 102

MoapobHee: https://cwe.mitre.org/data/definitions/14.html



https://cwe.mitre.org/data/definitions/14.html

[MToka paboTatowmm Kona,




typedef char my bool; Oracle MysSQL 5.1.x, C

my_ bool
check _scramble(const char *scramble arg, const char *message,

const uint8 *hash stage2) {

return

memcmp (hash _stage2, hash stage2 reassured, SHA1l HASH SIZE);

CVE-2012-2122 (He mbl Hawam, HO moram 6bi)

PVS-Studio: V642 Saving the 'memcmp' function result inside the 'char' type variable
is inappropriate. The significant bits could be lost breaking the program's logic.
password.c




EFL, C

filter->data count++;
array = realloc(filter->data,
sizeof(Edje Part Description Spec Filter Data) *
filter->data _count);
array[filter->data_count - 1].name = name;
array[filter->data_count - 1].value = value;

filter->data = array;

PVS-Studio: V522 There might be dereferencing of a potential null pointer 'array'.
edje_cc_handlers.c 14249

YeTbipe NpMYMHbI NPOBEPATL, YTO BepHYyna dyHKuUMA malloc:
https://pvs-studio.ru/ru/blog/posts/cpp/0938/



https://pvs-studio.ru/ru/blog/posts/cpp/0938/

CnoxkHoe/cKyyHoe AN BblAB/EeHUS

unit-tectamm




annotationToXml
annotationToXml
annotationToXml
annotationToXml
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annotationToXml
annotationToXml
annotationToXml
annotationToXml
annotationToXml
annotationToXml
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.
annotationToXml.

Lput(
Lput(
Lput(
Lput(
Lput(
Lput(
Lput(
Lput(
Lput(
Lput(
put(

put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(
put(

NamedNativeQuery.class, "named-native-query” );
NamedNativeQueries.class, "named-native-query"” );
NamedStoredProcedureQuery.class, "named-stored-procedure-query™ );
NamedStoredProcedureQueries.class, "named-stored-procedure-query”™ );
SqlResultSetMapping.class, "sql-result-set-mapping"” );
SqlResultSetMappings.class, "sql-result-set-mapping” );
ExcludeDefaultListeners.class, "exclude-default-listeners™ );
ExcludeSuperclassListeners.class, "exclude-superclass-listeners” );
AccessType.class, "access™ );

AttributeOverride.class, "attribute-override” );
AttributeOverrides.class, "attribute-override” );
AttributeOverride.class, "association-override” );
AttributeOverrides.class, "association-override™ );
AttributeOverride.class, "map-key-attribute-override"” );
AttributeOverrides.class, "map-key-attribute-override"” );
Id.class, "id" );

EmbeddedId.class, "embedded-id" );

Generatedvalue.class, "generated-value"” );

Column.class, "column” );

Columns.class, "column" );

Temporal.class, "temporal” );

Lob.class, "lob" });

Enumerated.class, "enumerated"” );

Version.class, "version” );

Transient.class, "transient"” );

Basic.class, "basic” );

Embedded.class, "embedded" );

Hibernate,

TecTbl Ha 3anN0/IHEHUEe KOHTeHepa KOHCTaHTamu? Takoe cebe 3aHATHe...

Java




Hibernate, Java

private static final Map<Class, String> annotationToXml;
annotationToXml.put(AttributeOverride.class, "attribute-override");
annotationToXml.put(AttributeOverride.class, "association-override");

annotationToXml.put(AttributeOverride.class, "map-key-attribute-override");

e PVS-Studio: An item with the same key 'javax.persistence.AttributeOverride.class' has already been
added. Check lines: 188, 186. JPAOverriddenAnnotationReader.java 188

e PVS-Studio: V6033 An item with the same key 'javax.persistence.AttributeOverride.class' has
already been added. Check lines: 190, 186. JPAOverriddenAnnotationReader.java 190




public final R getSomeBuildWithWorkspace() { Jenkins, Java

int cnt=0;
for (R b = getlLastBuild(); cnt<5 && b!=null;
b=b.getPreviousBuild())

FilePath ws = b.getWorkspace();

if (ws!=null) return b;

¥

return null;

PVS-Studio: V6007 Expression ‘cnt < 5' is always true. AbstractProject.java 557




OTaenbHO cpean CNOMKHO-CKYUYHOTO,

MOXHO BblAeNNTb GYHKLUUU CPABHEHMUA




3710 XXUBET B GYHKLUMAX CPaBHEHUSA




bool Compare(const FPooledRenderTargetDesc& rhs, bool bExact) const

{
Unreal Engine 4, C++

return Extent == rhs.Extent

&& Depth == rhs.Depth
PVS-Studio: V501 There are identical sub-

expressions to the left and to the right of
the '==' operator: AutoWritable ==
&% NumMips == rhs.NumMips AutoWritable rendererinterface.h 180

&& NumSamples == rhs.NumSamples

&& bIsArray == rhs.bIsArray

&& ArraySize == rhs.ArraySize

&& Format == rhs.Format

&& LhsFlags == RhsFlags

&& TargetableFlags == rhs.TargetableFlags

&& bForceSeparateTargetAndShaderResource ==
rhs.bForceSeparateTargetAndShaderResource

&& ClearValue == rhs.ClearValue

&& AutoWritable == AutoWritable;




A NOMMMO CTaTUYeCKOoro aHaamsa?

" HWKTO He TecTupyeT GYHKLUUU CPABHEHMUA...
" OdopmneHmne Koaa
" [eHepaTopbl TECTOB

* AHapen CatapuH — EqualsVerifier, ErrorProne n Bce-Bce-sce
* https://youtu.be/jeCpYOEuUL64



https://youtu.be/jeCpYOEuL64

bool Compare(const FPooledRenderTargetDesc& rhs, bool bExact) const

{

return Extent rhs.Extent
&& Depth

&& bIsArray

"TabnnuHoe popmatupoBaHue’
Ctano ny4yuwe, HO He UaeasnbHo.
CTOWUT NCNO/Ib30BaTb, HO 3TO HE

rhs.Depth

rhs.bIsArray

& ArraySize == rhs.ArraySize OTMeHsieT HeobXoANMOCTb
&& NumMips == rhs.NumMips CTaTN4eCKolro aHas/in3a Koada.
&& NumSamples == rhs.NumSamples

&& Format == rhs.Format

&& LhsFlags == RhsFlags

&& TargetableFlags

rhs.TargetableFlags

&& bForceSeparateTargetAndShaderResource ==
rhs.bForceSeparateTargetAndShaderResource

&& ClearValue == rhs.ClearValue

&& AutoWritable == AutoWritable;




Cnagkoe: ownbKM B TecTtax




LLVM, C++

Context.cs = 0x8c8d;
Context.fs = Ox8e8f;
Context.gs = 0x9091;

Context.ss = 0x9293;
Context.ds = 0x9495;
Context.ss = 0x9697; .es
ArrayRef<uint8 t> ContextRef(

reinterpret_cast<uint8 t *>(&Context), sizeof(Context));

PVS-Studio: V519 [CWE-563, CERT-MSC13-C] The 'Context.ss' variable is assigned
values twice successively. Perhaps this is a mistake. Check lines: 110, 112.
RegisterContextMinidumpTest.cpp 112




Data Distribution Service, C++

TEST ASSERT(dsgp.service cleanup delay.sec = 4);
TEST_ASSERT(dsqgp.service_cleanup_delay.nanosec = 2000);
TEST_ASSERT(dsgp.history kind == KEEP_LAST_HISTORY_QOS);
TEST _ASSERT(dsgp.history depth == 172);
TEST_ASSERT(dsgp.max_samples == 389);

TEST _ASSERT(dsgp.max_instances == 102);

TEST _ASSERT(dsqgp.max_samples per_instance == 20);

e V559 Suspicious assignment inside the condition expression of 'if' operator:
dsqgp.service cleanup_delay.sec = 4. ut_parameterlistconverter.cpp 1295

e V559 Suspicious assignment inside the condition expression of 'if' operator.
ut_parameterlistconverter.cpp 1296




for (int 1 = 0; 1 < 20; i++)
{

.NET Compiler Platform ("Roslyn"), C#
if (1 %2 == 0)

{ PVS-Studio: V3004 The 'then' statement is equivalent
threadl.Start(); to the 'else' statement. GetSemanticlnfoTests.cs
thread2.Start(); 2263

}

else

{
threadl.Start();
thread2.Start();




for (var 1 = 0; i < result.Count; i++) Entity Framework, Ci
{

for (var j = 0; j < expectedInnerNames.Count; j++)
{
Assert.True(
result[i]
.OneToMany Optional.Select(e => e.Name)

.Contains(expectedInnerNames[i])

)5

} PVS-Studio: V3081 The 'j' counter is not used inside a nested loop. Consider
inspecting usage of 'i' counter. EFCore.Specification.Tests
ComplexNavigationsQueryTestBase.cs 2393




currentSecretA = secretProviderA.getCurrentSecret();

allSecretsA = secretProviderA.getAllSecrets(); Apache Hadoop, Java
Assert.assertArrayEquals(secretA2, currentSecretA);

Assert.assertEquals(2, allSecretsA.length);
Assert.assertArrayEquals(secretA2, allSecretsA[Q]);
Assert.assertArrayEquals(secretAl, allSecretsA[l]);

currentSecretB = secretProviderB.getCurrentSecret();
allSecretsB = secretProviderB.getAllSecrets();
Assert.assertArrayEquals(secretA2, currentSecretB);
Assert.assertEquals(2, allSecretsA.length);
Assert.assertArrayEquals(secretA2, allSecretsB[9]);
Assert.assertArrayEquals(secretAl, allSecretsB[1]);

PVS-Studio: V6072 Two similar code fragments were found. Perhaps, this is a typo and 'allSecretsB' variable should
be used instead of 'allSecretsA'. TestZKSignerSecretProvider.java(316), TestZKSignerSecretProvider.java(309),
TestZKSignerSecretProvider.java(306), TestZKSignerSecretProvider.java(313)




eLynx Image Processing SDK and Lab, C++

void checkFormatConversion::Test(....)
{
static struct { bool _bl, _b2; } ms_2boolean[] = {
{ false, false },
{ false, true 1},
{ true, false },
{ true, true }
}s

const int b2size = sizeof(ms_2boolean) / sizeof(ms_2boolean);

PVS-Studio: V501 There are identical sub-expressions 'sizeof (ms_2boolean)' to the left
and to the right of the '/' operator. ImageVariant checkformatconversion.cpp 72




Chromium, C++

TEST(SharedMemoryTest, MultipleThreads) {

int threadcounts[] = { 1, kNumThreads };
for (size t 1 = 0;

i < sizeof(threadcounts) / sizeof(threadcounts); i++) {

PVS-Studio: V501 There are identical sub-expressions 'sizeof (threadcounts)' to the left and to the right
of the '/' operator. base_unittests shared _memory_unittest.cc 231




std::string TestAudioConfig::TestValidConfigs() { Chromium, C++

static const uint32 t kRequestFrameCounts[] = {
PP_AUDIOMINSAMPLEFRAMECOUNT,
PP_AUDIOMAXSAMPLEFRAMECOUNT,
1024, 2048, 4096

ik

for (size t j = 0;
j < sizeof(kRequestFrameCounts)/sizeof(kRequestFrameCounts);

J++) {

} PVS-Studio: V501 There are identical sub-expressions 'sizeof (kRequestFrameCounts)' to the
left and to the right of the '/' operator. test_audio_config.cc 56







TDD 310 X0powo, HO HeaAOCTAaTOYHO

" Mcnonb3ynte CTaTUYECKUMN aHANN3
" Mlcnonb3ynute AMHAMUYECKMM aHANU3
" M3yuynTe nonb3y BHEAPEHMA aBTOreHEPUPYEMbIX TECTOB

= KpacuBbin KOA == MeHblle OWwmnboK
* OdopmneHue
* «TabnnyHoe» dopmaTnpoBaHue
* CraHaapTbl KOAUPOBAHUA
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